Index

# character prompt, 73 passwords, 228
path tracking, 273

printing security labels in record header, 345

A saving security log input, 352
security
Access permissions, 123 introduction, 261
Accounting security log daemon, 263
startup, 78, 86 security log in single-user mode, 266
acid file, 129 security log pseudo device, 263
Active security compartments, 174 security log record header, 274
Administrative security log record types, 270
cleanup, 86 security system call record, 305
Allowed privileges, 159 selecting records by object label, 345
Alternate disk paths, 28 selecting security log record types, 344
at utility setuid system call record, 313
administrative usage, 107, 109 spaudit command, 267
restrictions, 111 su attempt record, 315
at.allow file, 111 system configuration change record, 278
at.deny file, 111 system logging stop record, 278
atjobs file, 110 system start record, 276
Auditing system time change record, 279
audit selection criteria change record, 326 tape. activity reco?d, 293 _ .
change directory record, 303 tracing u§er’s login session in security log, 349
configuration parameters, 268 use (_)f Perlleg§ record, 335
Cray ML-Safe configuration, 273 Authorized security compartments, 174

Cray ML-Safe process activity record, 332
Cray NFS requests record, 319

CRL activity record, 338 B

discretionary access change record, 286 ]

discretionary access violation record, 280 Backup of file systems, 91
displaying path names from security log, 347 remote, 98

end of job record, 302 through the network, 98
file transfer record, 321 to .tape, 91

login validation record, 292 using TCI_)/ IP, 98
mandatory access record, 289 Basic admlnlstratlpn, 107
network configuration change record, 323 bcheckre §he11 script, 76
network security violations record, 316 boot.log file, 89

NQS activity record, 330 Buffer

NQS configuration change record, 328
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flushing, 142
inode, 124
restart-information, 125

C

Catalogs
explanation, 366, 367
installing, 368
message, 366, 367
rebuilding, 369
Category definitions, 150
caterr command, 367, 370
catxt command, 372
CE cylinders, 12
Centralized identification and authentication
(I&A), 208
checkrc program, 75
chkpnt system call, 125, 126
chkpnt utility, 125
chown utility, 122
Cleanup operations, 86
cll command, 229
Communication
immediate person-to-person, 114
person-to-person, 116
users, 112
Communication with /etc/issue, 113
Communication with /etc/motd, 113
con.allow file, 111
con.deny file, 111
config.h file, 124
Configurable defaults, 136
Configuration
configuring consoles, 236
defining /dev/slog, 266
defining prefix of archived log, 265
defining size of security log, 265
disk options, 231
enabling audit selection criteria change
record, 326
enabling change directory record, 303
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enabling Cray ML-Safe process activity
record, 333

enabling Cray NFS requests, 319

enabling CRL activity record, 338

enabling discretionary access change
record, 286

enabling end of job record, 302

enabling enforcement of socket usage for
syslogd, 203

enabling file transfer logging, 321

enabling logging of all file removal
violations, 312

enabling logging of all link violations, 311

enabling logging of all remove requests, 312

enabling logging of all SLG_ALL_NAMI
requests, 312

enabling login validation record, 292

enabling mandatory access record, 289

enabling network configuration change
record, 323

enabling network security violations, 316

enabling NQS activity record, 330

enabling NQS configuration change
record, 328

enabling path tracking, 273

enabling recording of clear text password
violations, 292

enabling remove directory system call
violations, 311

enabling security log, 265

enabling security login and password
features, 220, 222

enabling security system call record, 305

enabling setuid and setgid functionality, 172

enabling setuid system call record, 313

enabling su attempt record, 315

enabling successful file system object
accesses, 290

enabling super-user mechanism on MLS
system, 150

enabling system configuration change
record, 278
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enabling system logging stop record, 278 administrative usage, 107
enabling system start record, 276 restrictions, 111

enabling system time change record, 279 cron command, 107

enabling tape activity record, 299 crontab utility, 108

enabling use of privilege record, 336 crontabs directory, 108
enforcing device labeling rules, 198 cshre file, 121

enforcing system high/low security labels, 187 cvtmldir command, 180
labeling consoles on MLS system, 237 Cylinder, definition, 11

maximum security level for system, 236
minimum security level for system, 236

mounting file systems on MLS system, 190 D
naming of active security log, 265
organization of MLS parameters, 234 daemon, 151
overview of security logging parameters, 268 Daemons
setting /tmp labels, 189 cron, 109
system compartments, 236 security log, 86
where to keep retired logs, 265 system, 87
Configuring Data migration
Cray ML-Safe, 243 security, 359
CONSOLE_MSG configuration parameter, 224 Data transfers, direct, 57
core file, 61 datamgr, 151
cpio command on MLS systems, 191 date command, 76
CPU quotas, 133 Dates, setting, 61
crash command, 125 Daylight savings time algorithm, 62
description, 139 Debuggers
resinfo subcommand, 125 crash command, 139
Cray ML-Safe DECLASSIFY_DISK configuration parameter, 231
configuration, 243 DECLASSIFY_PATTERN configuration
daemon startup, 233 parameter, 231
introduction, 145 Dedicated system, 74
Cray System Clear utility, 234 Default security level, 173
CRC_ACCT parameter, 86 Defaults
CRC_MKTMP parameter, 84 configurable, 136
CRC_NET parameter, 87 Defining
CRC_SADC parameter, 86 PAL privileges, 165
Creating security administrator entry in UDB, 239
a multilevel directory (MLD), 177 security compartments, 237
directories on MLS system, 175 security levels, 237
file systems on MLS system, 189 UDB entries on MLS system, 239
logins, 136 DELAY_MULT configuration parameter, 225, 228
cron Deleting logins, 136, 137
daemon, 109 /dev/slog, 263
utility
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DEV_ENFORCE_ON configuration
parameter, 198
diagadm, 151
Directories
location of
cron files, 108
news files, 114
temporary user files, 111
MLS system
assigned wildcard level, 241
initializing, 241
multilevel directories (MLDs), 177
wildcard, 176, 241
DISABLE_ACCT configuration parameter, 223
DISABLE_TIME configuration parameter, 223
Discretionary access control
definition, 171
Disk arrays, 36
Disk devices
logical, 12
mirrored striped, 15
mirroring, 13
simple logical, 23
striped logical, 14
Disk drives
CE cylinders, 12
contention, 10
cylinders, 11
factory flaw table, 12
organization, 11
sectors, 11
slices, 12
spares cylinders, 12
striping, 13
tracks, 11
Disk flawing, 12
Disk organization, 11
dump command, 92, 93
dumpdates file, 93
DUMPDEV parameter, 82
DUMPDIR parameter, 82
DUMPFS parameter, 82
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Dumping file systems, see File systems,

backup, 91

DUMPMPT parameter, 82

EACLYV error code, 355

EAPPNDYV error code, 356
EAUTHFLG error code, 358
EBADIPSO error code, 358
ECOMPYV error code, 355
ECOVERT error code, 356

EEXECV error code, 355
Effective privileges, 159
EFIFOV error code, 356
EFLNEQ error code, 355

EHOSTNAL error code, 356
EINTCATV error code, 356
EINTCLSV error code, 356
EIPSOMAP error code, 358
ELEVELYV error code, 355

Eliminating logins, 136

EMANDYV error code, 355
EMNTCMP error code, 356
EMODENAL error code, 357

Encrypted password, 129

Encryption of password on MLS system, 218

ENFSAUTH error code, 357

ENOACL error code, 355

ENOIPSO error code, 358
ENONAL error code, 356
ENONSECURE error code, 356

ENOTEQ error code, 355
Environment variables
MANPATH, 374, 376

temporary directory, 10

EOWNYV error code, 355

EPERMIT error code, 355
EPRLABEL error code, 356

ERCLSFY error code, 356
EREADV error code, 355
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ERFMCATYV error code, 356
errno variable, 125
Error codes on MLS system, 354
Error messages, message system, 364
Errors

checkpoint, 125

restart, 125
ESCMPMAP error code, 358
ESCMPNAL error code, 357
ESCMPNIF error code, 357
ESCMPNRT error code, 357
ESECADM error code, 355
ESECFLGYV error code, 356
ESLBUSY error code, 356
ESLFAULT error code, 356
ESLNOLOG error code, 356
ESLNXIO error code, 356
ESLVLMAP error code, 358
ESLVLNAL error code, 357
ESLVLNRT error code, 357
ESLVNIF error code, 357
ESOCKCMP error code, 357
ESOCKLVL error code, 357
ESYSLV error code, 355
etc directory, 76
/etc/cshre file, 376
/etc/profile file, 376
EWRITV error code, 355
explain command, 366, 367
Explanation catalogs, 366, 367

Factory Flaw table, 16
Failed login attempt display, 229
fdmp command, 143
File privileges, 159
File systems
backup, 91
backup on UNICOS systems, 191
checking, 89, 99
damage to, 99
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description, 7
dumping, 91

fsck phases, 104
initialization, 42
INODE type, 8
labeling, 46
mounting, 89
NCIFS file system type, 8
NFS type, 8
nodes, creation, 17
PROC type, 8
/proc, 9
restoration, 91

restoring /usr and / (root), 96

security, 193

SFS type, 8

size recommendations, 10
SSD as, 56

strategies, 9

types, 8

unmounting, 89

utilities, 90

File transfer rate, 10
File-owner fraud, 121
Files

creating on MLS system, 195
locking, 136
table entries, 124

Flawing disks, 12
Flushing, buffer, 142
Forced privileges, 159
FORCED_SOCKET configuration parameter, 203
Fraud, 121

fsck command, 99, 100

description, 98
examples, 100
orphan checking, 103
phases
description, 103
termination, 105

FSETID_RESTRICT configuration parameter, 172
fstab file, 80, 85, 102
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G

gencat command, 370
Generic login message, 217
gethostname system call, 124
getty command, 75
gid field (udbgen), 136
Gid, see Group identification number, 135
Grace period, 65
Group
identification number (gid), 135, 136
name, 136
password, 136
Group codes (message system), 367
group file, 129, 135

H

hdd directory, 14
Home directory, login, 135

ia_failure I&A routine, 210
ia_mlsuser I1&A routine, 210
ia_success I&A routine, 210
ia_user I&A routine, 210
init command, 99
Initialization

file systems, 42

UNICOS, 60
Initializing directories on MLS system, 241
initreq file, 75
inittab file, 71, 75

run level control, 75
inode allocation strategies, 43
INODE file system type, 8
inode region allocation, 45
/inode file system, 8
inodes, buffer, 124
Installing

408

Cray ML-Safe, 242

message system, 368

MLS, 242
Interrupted vi/ex sessions, 85
IPC objects

security information, 204
issue file, 69, 113

Job
queue control, 109, 111
recovery restrictions, 123
recovery signals, 126
table slots, 124

K

Kernel
debugger, 139
killall command, 127

L

Labeling

devices and files, 198

file systems, 46

tapes with dump, 93
labelit command, 46, 189, 190
Last login notification, 217
ldcache command, 52
ldcache, see logical device cache, 51
Idchlist file, 85
ldd directory, 15
ldsync command, 99, 143
Limits, see User limits, 131
Local man pages, 374

display order, 377

duplicate names, 377
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installing, 375
example, 375
macros, 375
private, example of, 376
search order, 375
Local shell scripts
related to rc, 84, 86, 88
lock* file, 86
Log files
cron, 86, 109
rc, 84
LOGDELAY configuration parameter, 224
Logical device cache (Idcache)
configuring cache, 53
description, 51
displaying cache statistics, 53
flushing the cache, 99
startup, 85
Logical devices
description, 12
descriptor files, 15, 27
disk, 14
mirrored, 26
simple, 23
striped, 14, 25
Login
accounts
and the UDB, 129
creating, 130, 136
deleting, 136, 137
description, 130
eliminating, 136
home directory, 135
identifier, 135
modifying, 136, 137
password, 135
removing, 130
shell program, 135
programs, 135
Login attempt display, 229
login command, 208
Logins
secure, 207
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M

Machine-generated passwords, 219
Macros for manpages, 375
Mail
multilevel, 202
restricting mail-received
announcements, 203
mail utility, 116
Man pages
search order, 375
Man pages, local, 374
display order, 377
duplicate names, 377
installing, 375
example, 375
macros, 375
private, example of, 376
man(1l) command, 374
directories, 374
Mandatory access control, 173
Mandatory access controls
UNICOS security policy, 173
MANPATH environment variable, 374
setting, 376
system-wide definition of, 376
MAX_UNLINKED_BYTES configuration
parameter, 124
Maximum security level, 173
MAXLOGS configuration parameter, 223
MAXSLEVEL configuration parameter, 236
Message catalogs, 366, 367
Message system
advantages, 365
catalogs, 366
changing text files, 368
design, 365
editing messages and explanations, 369
features, 365
files
location, 367
names, 367
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types, 366 Multilevel flag, 198
group codes, 367 Multilevel security
header file, 371 feature, 145
installing, 368 Multilevel security feature (MLS)
introduction, 364 file system creation, 42
nmake command, 370 Multiuser mode, 71

printing messages, 371
rebuilding catalogs, 369

Message text file, 367 N
mfsck file, 102
Minimum NBUF parameter, 56
default security label, 174 NCIFS file systems, definition, 8
security level, 173 net device, 124
MINSLEVEL configuration parameter, 236 netstart shell script, 74, 79, 87
Mirrored file systems, 47 Network access list (NAL), creation, 87
Mirrored logical devices, 15 Network File System (NFS)
restrictions, 27 security, 359
Mirroring, 13 Network Queuing System (NQS)
mkfs command, 8, 42, 94, 189 security, 358
mknod command, 18 Network security
mkspice(8) command, 15 NQS operations, 358
mldev flag, 198 TCP/IP operations, 359
MLDs, see multilevel directories, 176 Networks
mlmkdir command, 178 startup, 80
mlrmdir command, 180 New files, 114
MNTTMPOPTS parameter, 82 news directory, 114
MNTUTMPOPTS parameter, 83 NFS
Modifying logins, 136, 137 startup, 79
Monitoring security, 352 NES file system type, 8
Monitoring system security, 117 NIS
motd file, 113 startup, 80
mount command, 89 nmake command
on MLS system, 190 and message system, 370
Mounting file systems, 84, 89 nu command, 136

on MLS system, 190
Multilevel directories (MLDs), 176

conversion procedures, 181, 182, 185 (@)

creating, 178

cvtmldir command, 180 Object reuse, 230

definition, 177 Online documentation, 361

naming convention, 184 Online tapes, see UNICOS tape subsystem, 93
removing, 180 Open pipe connection, 124

Multilevel files and devices, 195
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Orphan checking
fsck command, 103
Overview of chapter contents, 1
OVERWRITE_COUNT configuration
parameter, 231

P

PAL category records, 160
PAL-based privilege mechanism
defining PAL privileges, 165
file privileges, 159
introduction, 151
PAL category records, 160
privilege assignment lists, 159
privilege definitions, 154
privilege propagation, 162
Privilege text, 161
process privileges, 158
super-user PALs, 162
PALs, 159
Partitions
security, 122
PASS_MAXSIZE configuration parameter, 220
PASS_MINSIZE configuration parameter, 220
passwd file, 129
description, 134
Passwords
aging, 217
auditing, 228
encrypted, 129
generic login message, 217
group, 136
guidelines, 216
last login notification, 217
locking , 218
login, 135
machine-generated, 219
on MLS system
encryption of, 218
protection, 222
reenabling login accounts, 229
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security, 117
security of, 215
suppression, 218
Paths, alternate disk, 28
pdd directory, 14
Performance
effect of configuration, 51
file transfer rate, 10
throughput, 10
Permbits, 133
Permissions on MLS systems, 238
Permitted privileges, 158
Physical device creation
GigaRing systems, 22
I0S-E, 17
Physical devices, 14
Physical security, 118
Pipe connection, 124
PIPEDEV parameter, 83

Printing messages from the message system, 371

PRIV_ADMIN, 155
PRIV_AUDIT_CONTROL, 155
PRIV_AUDIT_WRITE, 155
PRIV_CHOWN, 155
PRIV_DAC_OVERRIDE, 155
PRIV_FOWNER, 155
PRIV_FSETID, 156

PRIV_IO, 156

PRIV_KILL, 156
PRIV_LINK_DIR, 156
PRIV_MAC_DOWNGRADE, 156
PRIV_MAC_READ, 156
PRIV_MAC_RELABEL_SUBJECT, 157
PRIV_MAC_UPGRADE, 157
PRIV_MAC_WRITE, 157
PRIV_PAL_KEEP, 157
PRIV_POWNER, 157
PRIV_PROC_ACCESS, 158
PRIV_RESOURCE, 158
PRIV_RESTART, 158
PRIV_SETFPRIV, 158
PRIV_SETGID, 158
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PRIV_SETUID, 158
PRIV_SOCKET, 158
PRIV_SU configuration parameter, 150
PRIV_TIME, 158
privemd command, 242
Privilege
privileged shell, 167
process privilege management, 166
propagation, 162
text, 161
Privilege assignment lists (PALs), 159
category records, 160
determining privileges, 165
privilege text, 161
privilege text management, 166
super-user PALs, 162
Privilege text, 161
Privilege text management, 166
Privileged shell, 167
Privileges
allowed, 159
definitions, 154
effective, 159
file privileges, 159
permitted, 158
process privileges, 158
set-effective, 160
super user, 117
UDB, 132
PROC file system type, 8
/proc file system, 8, 9, 85
Process
privilege management, 166
privileges, 158
recovery restrictions, 123
recovery signals, 126
slots, 124
using SDS space, 57
profile file, 121
Prototype files, 110

Pseudo terminals on MLS systems, 200

PZ_MAXLVL parameter, 233
PZ_MINLVL parameter, 233
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Q

qchkpnt command, 125
qmgr command, 125, 126
gsub command, 125
queuedefs file, 109
Quotas

CPU, 133

fields in UDB, 133

R

RAM disks, 21
RANDOM_PASS_ON configuration
parameter, 220
rc shell script, 72, 76, 89
log file, 84
rc.mid local shell script, 86
rc.pre local shell script, 84
rc.pst local shell script, 88
RC_ACCT parameter, 78
RC_CONTERR parameter, 78
RC_CRONLOGDIR parameter, 81
RC_DCE parameter, 78
RC_DEFS parameter, 78
RC_FSCK parameter, 78
RC_FSCK_Y parameter, 79
RC_LOG parameter, 81, 84
RC_MKTMP parameter, 79
RC_MKUTMP parameter, 79, 85
RC_NET parameter, 79
RC_NEFS parameter, 79
RC_NFSLOG parameter, 81
RC_PCACHE parameter, 79
RC_SADC parameter, 80
RC_SECHIGH configuration parameter, 189
RC_SECHIGH parameter, 81
RC_SECLOW configuration parameter, 189
RC_SECLOW parameter, 81
RC_SECMASK configuration parameter, 189
RC_SECMASK parameter, 81
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RC_SMT parameter, 80 S
RC_TAPE parameter, 80
RC_TCP parameter, 80 SANITIZE_PATTERN configuration
RC_USRMNT parameter, 80 parameter, 231
RC_YP parameter, 80 sdaemon command, 87
rcoptions file, 77 sdss command, 57
rdump command, 98 secadm, 150
Recovery signals, 126 secdv flag, 198
reduce command, 228, 343 seclabs.c file, 237
displaying path names, 347 Secondary data segments (SDS)
printing record header, 345 configuring, 56
records by object label, 345 recovery restrictions, 124
saving log input, 352 secparm.h file, 234
selecting record types, 344 Sectors, 11
tracing login sessions, 349 Secure logins
tracking users, 348 interactive, 207
Reenabling login accounts, 229 passwords
resinfo subcommand, (crash), 125 aging, 217
Restart auditing, 228
errors, 125 encryption, 218
file, 123-127 generic login message, 217
restart system call, 123, 125 last login notification, 217
restart utility, 124 locking of, 218
RESTART_FORCE flag, 123, 125 protection, 222
Restart-information buffer, 125 security of, 215
RESTART_FORCE flag (restart), 123, 125 suppression of, 218
restore command, 94-96 passwords, trapping, 218
Restoring file systems, 91 SECURE_OPERATOR_CONSOLE
Restricted directory, 219 configuration parameter, 236
Restricting mail-received announcements, 203 SECURE_SCRUB configuration parameter, 232
rhosts file, remote backup, 98 SECURE_SYS.levels parameter, 233
ROOTDEV parameter, 83 SECURE_SYSTEM_CONSOLE configuration
rrestore command, 98 parameter, 236
rstate field in /etc/inittab, 75 SecurlD
rsv command, 93 card, 208
Run levels login procedure, 208
changing, 72 Security
configuration, 71 compartments, 174
dedicated system, 74 naming of, 237
files, 75 fields, 129
strategies, 72 levels
multiuser mode, 73 definition, 173

single-user mode, 72
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naming of, 237
log
daemon in single-user mode, 266, 267
displaying pathnames, 347
enabling, 265
error codes, 354
printing record header, 345
record header, 274, 275
record header format, 275
record types, 270, 276, 278-280, 286, 289,
292, 298, 302, 303, 305, 313, 315, 316,
319, 321, 323, 328
records by object label, 345
saving security log input, 352
selecting record types, 344
size of, 266
starting processing, 266
tracing user’s login session, 349
tracking user name, 348
log daemon, 86
partition, 122
super-user privileges, 117
user, 120
violation error codes, 354
Set-effective privileges, 160
Set-group-ID (setgid)
on MLS system, 172
permission, 238
Set-user-ID (setuid)
on MLS system, 172
permission, 238
programs, 118
setgid permission, 238
Setgid, see Set-group-ID, 172
setpal command, 152
setprivs command, 152
Setting system date, 61
Setting UDB
age field, 217
disabled field, 218
force field, 218
setuid permission, 238
Setuid, see Set-user-ID, 172
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SES file system type, 8
sh program, 124, 135
Shared file system, 8
Shared memory,checkpoint/restart
limitations, 124

Shell scripts, local

related to rc, 84, 86
Shell scripts,local

related to rc, 88
Shell variables, see Environment variables, 10
Shutdown

procedures, 59, 65

security feature, 233
shutdown shell script, 65, 66, 126
Signals

job and process recovery, 126

SIGRECOVERY, 126

SIGSHUTDN, 126
SIGRECOVERY signal, 126, 127
SIGSHUTDN signal, 126
Simple logical devices, 23
Single-level files and devices, 195
Single-user mode, 71
SLG_ACT_NQS configuration parameter, 330
SLG_ALL_NAMI configuration parameter, 312
SLG_ALL_RM configuration parameter, 312
SLG_ALL_VALID configuration parameter, 290
SLG_AUDIT record, 326
SLG_BUFSIZE configuration parameter, 264
SLG_CCHG record, 278
SLG_CF_NET configuration parameter, 323
SLG_CF_NQSCF configuration parameter, 328
SLG_CF_UNICOS configuration parameter, 278
SLG_CHDIR record, 303
SLG_CRL record, 338
SLG_DAC_CHNG record, 286
SLG_DIR configuration parameter, 264
SLG_DISC_7 record, 280
SLG_EQJ record, 302
SLG_FILE configuration parameter, 264
SLG_FILEXFR configuration parameter, 321
SLG_FPREFIX configuration parameter, 264
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SLG_FXFR record, 321
SLG_GO record, 276
slg_hdr security log header, 274
SLG_IPNET record, 316
SLG_JEND configuration parameter, 302
SLG_JSTART configuration parameter, 292
SLG_LINKYV configuration parameter, 311
SLG_LOG_AUDIT configuration parameter, 326
SLG_LOG_CHDIR configuration parameter, 303
SLG_LOG_CRL configuration parameter, 338
SLG_LOG_DAC configuration parameter, 286
SLG_LOG_IPNET configuration parameter, 316
SLG_LOG_SECSYS configuration parameter, 305
SLG_LOG_SHUTDWN configuration
parameter, 278
SLG_LOG_STARTUP configuration
parameter, 276
SLG_LOG_TAPE configuration parameter, 299
SLG_LOG_TCHG configuration parameter, 279
SLG_LOGN record, 292
SLG_MAND_7 record, 289
SLG_MANDYV configuration parameter, 289
SLG_MAXSIZE configuration parameter, 264
SLG_NAMI record, 311
SLG_NET_INTF, 324
SLG_NET_MAP, 324
SLG_NET_NAL, 324
SLG_NET_ROUTE, 324
SLG_NET_WAL, 324
SLG_NETCEF record, 323
SLG_NEFS configuration parameter, 319
SLG_NEFS record, 319
SLG_NQS record, 330
SLG_NQSCF record, 328
SLG_PATH_TRACK configuration parameter, 273
SLG_PRIV configuration parameter, 336
SLG_PRIV record, 335
SLG_REMOVEV configuration parameter, 312
SLG_RMDIRV configuration parameter, 311
SLG_SECSYS record, 305
SLG_SETUID record, 313
SLG_STATE configuration parameter, 264
SLG_STOP record, 278
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SLG_SU record, 315
SLG_SUID_RQ configuration parameter, 313
SLG_SULOG configuration parameter, 315
SLG_T_PROC configuration parameter, 333
SLG_TAPE record, 298
SLG_TCHG record, 279
SLG_TRUST record, 332
SLG_USER configuration parameter, 292
Slices, 12
slogdemon command, 263
Spare maps, 16
Spares cylinders, 12
spaudit command, 267
spcheck command, 352
spclr command, 231
spdev command, 199
Spindle failure, 39
spset command, 190, 197, 236
spwcard command, 241
spwcard program, 87
SRCDEV parameter, 83
SSD slices, 22
SSD solid-state storage device
used as file system, 56
Starting
security feature, 233
subsystems
security, 233
Startup
menu system options, 81
multiuser mode, 76
procedures, 59
state flag, 198
Status checks, 74
stor command, 20
Striped logical devices, 14, 25
mirrored, 15
restrictions, 27
Striping, 13
su utility, 119
Submitting batch jobs on MLS systems, 201
Super-user
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log, 86 System management

mechanism on MLS systems, 150 introduction, 148

privileges, 117 SYSTEM_ADMIN_CONSOLE configuration
Suppression of password, 218 parameter, 236
SWAPDEV parameter, 83 systty file, 75
sync command, 70, 99, 143 SYSVCOMPS configuration parameter, 236

sync system call, 99
Syntax checking, 136

sysadm, 150 T
sysfil, 151
sysops, 150 Tape daemon
System startup, 80
activity daemon startup, 80, 86 Tape operations
buffer cache configuring, 55 security, 358
clearing Tape subsystem, see UNICOS tape subsystem, 93
security, 234 TCP/IP
deadstarting, 59 file system backup by using, 98
high label, 186 socket usage, 124
low label, 186 Temporary
memory examination, 139 directory, 111
multiuser startup, 76 user subdirectories, 111
recovery, 139 Throughput, 10
scrub utility Time zone, setting, 62
security, 234 tmp file system, 73, 84
security /tmp directory, 176, 241
monitoring, 117 TMPDEV parameter, 83
users, 120 TMPDIR directory, 111
shutdown, 65 TMPDIR environment variable, 10
configuration, 67 TMPOPTS parameter, 83
procedures, 69 tpmnt command, 93
security, 233 Tracking user name in security log, 348
typical session, 70 Tracks, 11
user exits, 67 Transmission Control Protocol/Internet
startup, 78 Protocol (TCP/IP)
security, 233 security, 359
subsystem startup Trapped users, 218
security, 233 trapr/trapw flags, 194
system, 151 troff command, 372
system administration TZ environment variable, 75

introduction, 1
System high label, 186
System initialization, 60
System low label, 186

416 SG-2301 10.0



Index

U

udb file, 129
UDB, see User database, 129
udb.index file, 129
udb.priva file, 129
udb.public file, 129
udb.pubva file, 129
udbgen command, 130-132, 134
delete option, 130
gid field, 136
udbpl command, 130
udbsee utility, 130
Uid, see User identification number, 135
umask on MLS systems, 172
umask utility, 120
umount command, 89
UNICOS categories, 150
UNICOS multilevel security (MLS)
introduction, 145
UNICOS security policy, definition, 173
UNICOS tape subsystem
labeling with dump, 93
Unmounting file systems, 89
User
communications, 112
file systems, 85
groups, 121
limits
description, 131
job usage, 131
process usage, 131
rc modifications, 76
security, 121
trap permission, 218, 238
trapping, 218
User database (UDB)
age field, 217
conversion, 130
defining MLS entries, 239
defining security administrator entry, 239
disabled field, 218
force field, 218
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login accounts, 129

miscellaneous information, 134

privileges, 132

quota fields, 133

suggested values for security entries, 240
User exits, 3, 67

centralized identification and

authentication, 213

shutdown.mid, 68

shutdown.pre, 66, 67

shutdown.pst, 68
User identification number (uid), 135, 137
usr file system, 73, 85
/usr/adm/sl/slogfile file, 263
/usr/mail directory, 241
/usr/spool/mqueue directory, 241
/usr/tmp directory, 176, 241
USRDEV parameter, 83
USRTMPDEV parameter, 84
USRTMPOPTS parameter, 84
usrtrap permission, 218, 238
uts/cf.SN/config.h file, 235, 264

\%

Variables
MANPATH, 374, 376
vi/ex sessions interrupted, 85
Volume serial numbers (VSN)
dump command and, 93
restore command and, 94
VSN, see Volume serial numbers, 93

W

wall command, 69, 112
Warnings
login messages, 113
wall command, 113
who utility, 135
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Wildcard directories, 176, 241 X
Wildcard files, 87
write utility, 114 xadmin command, 136

wtmp file, 86
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