
Logging in and Using Passwords [2]
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2.1 Interactive logins
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Example 1: Interactive login screen and the spget command

login: jack

Password:

Active label set to: level2,none

Last successful login was: Wed Oct 7 12:14:29 from training
followed by 2 failed attempts

Welcome to the 8.0 UNICOS system

$

$ spget
permits equal 00000

none

security level is 2

level2

maximum level is 16

level16
minimum level is 0

level0

authorized compartments are 010

test

active compartments are 00
none

integrity class is 0

class0

maximum class is 0

class0
active categories are 00

none

authorized categories are 00000000000

none
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Example 2: Use of the login -L command

login: jack -L level1,comp24

Password:

Active label set to: level1,comp24

Last successful login was: Wed Oct 8 16:14:30 from training

Welcome to the 8.0 UNICOS system

$
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2.2 Interactive Cray ML-Safe logins
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environment
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IPSO
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mode workstation
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Non-IP connection
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a11249§
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ML-Safe

Cray
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2.3 Displa ying the operating system’s MLS envir onment
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Example 3: Displa ying the operating system’s security envir onment
(spget -s)

$ spget -s

system minimum level is 0

level0

system maximum level is 16
level16

valid system compartments are 01777

company

mktg

develop
test

train

bnchk

pubs

techop

corp
cust

2.4 Remote logins with SecurID card
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2.5.1 Last login notification
r/�k�����&�%
�:=�P�#�t�������N	��
�M
���`?�%��
��q�%������-��*�I��	�	��
���m�%���&��9#���%��:��%�[��
��)�,	���9[�����&	������H	��#�#
��
���]�%��`��%����	������H	��
�M
��N�%
�:=�.`������&��-�:="M�.���
�F
��������@>M����
��?�<	��
�M
��N�%��
�	�-��*����`������S������2%Y¥�
�
�����������!:=
�����	����t����
�� �(9#�
-'	������F	��#�#�M�.�S
��FG�2��k9M�
-'�*�.� �
�#��
���������9���
������*����������9)`
�*�.���#�!�k
��k���=9#�
-���������-��@
���9�����:=
���
������@�����
��
�:=:=����
�������	�9oG

2.5.2 Generic login message
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2.5.3 Minim um pass word size
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Password Features

Password Guidelines

• Change yæ oç ur paè sé sé wê oç rd
ë

sé  oç f
ì
t
í
eî n

• Doç  noç t
í
 leî t

í
 oç t

í
heî rsé  usé eî  yæ oç ur paè sé sé woç rd

ë

• Doç  noç t
í
 reî cï oç rd

ë
 yæ oç ur paè sé sé wê oç rd

ë
 in wê rit

í
t
í
eî n f

ì
oç rm

• Doç  noç t
í
 cï hoç oç sé eî  eî aè sé yæ  paè sé sé wê oç rd

ë
sé

• Doç  noç t
í
 usé eî  oç ld

ë
 paè sé sé woç rd

ë
sé

• Doç  noç t
í
 usé eî  t

í
heî  sé aè meî  paè sé sé woç rd

ë
sé  oç n d

ë
iffeî reî nt

í
 sé yæ sé t

í
eî msé

• Reî poç rt
í
 aè nyæ  sé usé picï ioç usé  aè cï t

í
ivit

í
yæ  oç n yæ oç ur loç gð in t

í
oç  yæ oç ur sé eî cï urit

í
yæ  aè d

ë
minisé t

í
raè t

í
oç r

• Doç  noç t
í
 usé eî  wê oç rd

ë
sé  f

ì
oç und

ë
 in t

í
heî  d

ë
icï t

í
ioç naè ryæ

• Usé eî  uppeî r/
ñ
loç wê eî r cï aè sé eî  leî t

í
t
í
eî r aè nd

ë
/
ñ
oç r aè lphaè /

ñ
numeî ricï  cï oç mbinaè t

í
ioç nsé

• Laè sé t
í
 loç gð in noç t

í
ificï aè t

í
ioç n

• G
ò

eî neî ricï  loç gð in meî sé sé aè gð eî

• Minimum paè sé sé woç rd
ë

 sé izeî

• Paè sé sé wê oç rd
ë

 loç cï kingð

• Maè cï hineî -gð eî neî raè t
í
eî d
ë

 paè sé sé woç rd
ë

sé

• Loç gð in limit
í
sé /
ñ
loç gð in d

ë
isé aè bleî  t

í
imeî -oç ut

í

• Paè sé sé wê oç rd
ë

 aè gð ingð  
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2.5.4 Password loc king
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Example 4: Machine-generated pass word example

$ passwd

Changing password for jane

Old password:

Your new password is: kudniqui

Re-enter password or (CR) to get another:
Your new password is: keltifok

Re-enter password or (CR) to get another:

Your new password is: onyorja

Re-enter password or (CR) to get another:

Your new password is: rhecirou
Re-enter password or (CR) to get another:

Your new password is: osniyuib

Re-enter password or (CR) to get another:

$

2.5.6 Login limit and login disable time-out
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2.5.7 Password aging
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Example 5: Password aging messages

login: jack

Password:

Active label set to: level2,none

Your password has expired. Choose a new one.
Old password:

New password:

Re-enter new password:

login:
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