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3.2.1.1 Interactive creation of intermediate ACL files (spacl -a )
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Example 6: Creating ACL entries (spacl -a )

$ spacl -a myacl

ENTER "quit" to END SESSION, "ctrl-c" to ABORT

enter user’s name OR an *...... tnn
enter group name OR an *...... *

enter access mode (n = none)...... rw

ADD MODE

enter user’s name OR an *...... jog

enter group name OR an *...... trng

enter access mode (n = none)...... rw

ADD MODE

enter user’s name OR an *...... *

enter group name OR an *...... trng

enter access mode (n = none)...... r

ADD MODE

enter user’s name OR an *...... *

enter group name OR an *.....

enter access mode (n = none)...... rw
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3.2.1.2 Creation of intermediate ACL file entries using an input file (spacl -i )
�����

-i
����¹3�B���Y����� �B���&�!��
����! M�� ��_)�
��?IE25KR������
i��
�
"
���8U�� �
��?
����'�!)�>G�%�E��¹3�q�d���� �
��

���T� �B�d��9;������<3�!(�(��!=1�� �>,����
�����<��!��8U
"
X<����Y
"������ �>O
.�'�������'� V (��� ���Wg�� %���	¹��B�d��A

a: r"sut3vuÃ	~"Ä�z5t : w v�x$r"y	Ã	~"Ä�zBt : Ä�Å�Å'tusus3Ã	z5x�Æ	t :
��fe
"8U��(��@À"S���
�>G�N«"©N������=1������=H
��O)��*��
����

spacl -i
���!8U8U
" ��B9 ¤ ���� +)����� �>


����
-i

����
����� �SF
����E)������L �
"8U��SF>��'��)��+ �
"8U��SF
" ��%�����$8U���������� ,>�)�������(��� ����?���'���*�� �
����
�� +
������_�'��DG����)���������
����� o
"����(�#k9
0� M��fk
"8U��(��@À�S_�_
">G�N«"©N
����1�� �
����$8U������
�
��@I�2LKRZ�(��N��
"(�(����

myacl2
�������'��
"
����R
" ��

���! �
�
"�� ���
������*
�8U�N�� �
��������?
"�?
����N�� �
����$8U������
"
��@I�2LKRZ�(��@�	
�(�(����
myacl

�� %
����
���'��DF���!)��E��fe
"8U��(���SG��fe������
X<��!�Y
����N(�
"��
i�� �
���#*S�=1�������%���� ������

root

"���	���*�"9�6k���

6k����
����! +§F9 §�9 ©"SF��
">��1¨�Ç"SF<��!�Y8U���'�N�� �<����$8U
"
����� X9

Example 7: Creating ACL entries (spacl -i )

$ cat modfile
a:tnn:*:rw:

a:jog:trng:rw:

a:*:trng:r:

a:*::rw:

a:root:*:n:

$ spacl -i modfile myacl2
spacl: end of file on modfile

3.2.2 Displa ying intermediate ACL files (spacl -l )
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Example 8: Displa ying an intermediate ACL file (spacl -l and -s )

$ spacl -l myacl

# ACL owner’s uid: 10505

# ACL owner’s name: ben

uid:1822 gid: - user = tnn group = * mode = rw-
uid:927 gid: 28 user = jog group = trng mode = rw-

uid:- gid: 28 user = * group = trng mode = r--

uid:- gid: - user = * group = mode = rw-

$ spacl -s myacl
# ACL owner’s name: ben

user = tnn group = * mode = rw-

user = jog group = trng mode = rw-

user = * group = trng mode = r--

user = * group = mode = rw-

3.2.3 Removing entries in intermediate ACL file
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3.2.3.1 Interactive removal of intermediate ACL files (spacl -r )
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Example 9: Removing an intermediate ACL file entry (spacl -r )

$ spacl -l myacl2

# ACL owner’s uid: 10505

# ACL owner’s name: ben

uid:1822 gid: - user = tnn group = * mode = rw-
uid:927 gid: 28 user = jog group = trng mode = rw-

uid:0 gid: - user = root group = * mode = n

uid:- gid: 28 user = * group = trng mode = r--

uid:- gid: - user = * group = mode = rw-

$ spacl -r myacl2

ENTER "quit" to END SESSION, "ctrl-c" to ABORT

REMOVEMODE

enter user’s name OR a ? OR an *...... tnn
enter group name OR a ? OR an *....... *

REMOVEMODE

enter user’s name OR a ? OR an *...... ?
enter group name OR a ? OR an *....... trng

REMOVEMODE

enter user’s name OR a ? OR an *...... *
enter group name OR a ? OR an *.......

REMOVEMODE

enter user’s name OR a ? OR an *...... quit

entry session terminated

$ spacl -l myacl2

# ACL owner’s uid: 10505

# ACL owner’s name: ben

uid:0 gid: - user = root group = * mode = n

SG–2111 10.0 45



UNICOS® Multilevel Security (MLS) Feature User’s Guide

3.2.3.2 Removing entries in intermediate ACLs files using an input file (spacl -i )
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3.2.4 Modifying intermediate ACL files
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Example 10: Modifying an existing ACL entry

$ spacl -a myacl2

ENTER "quit" to END SESSION, "ctrl-c" to ABORT

ADD MODE

enter user’s name OR an *...... jog

enter gruop name OR an *...... trng

enter access mode (n = none)... r

enter user’s name OR an *...... quit

entry session terminated

& spacl -r myacl2

ENTER "quit" to END SESSION, "ctrl-c" to ABORT

REMOVEMODE

enter user’s name OR a ? OR an *...... jog

enter gruop name OR an *...... trng

REMOVEMODE

enter user’s name OR a ? OR an *...... quit

entry session terminated

& spacl -a myacl2

ENTER "quit" to END SESSION, "ctrol-c" to ABORT

ADD MODE

enter user’s name or an *...... jog

enter group name OR an *...... trng

enter access mode (n=none)..... rw

ADD MODE

enter user’s name OR a ? OR an *..... quit

entry session terminated
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3.2.5 Appl ying ACLs to files (spset -a )
4E ����@
" M�� �
�����8O������
"
��@IE25K`Z�(��@��
"�&������ M���'��
"
����R�!�Y8U�!����Z�����S�#��!)M8U)���
g
"����(�#,��


��o
�����Z�(��@��#,)����� �>,
����

spset -a
���T� �B�d���B���$�Y����8U8U
� ��B9 ¿ �!)`8U)���
i���N
����1�!=1 ����

�!<q
�����Z�(�� V ���Y
�����������)�����
�#,
"��8U�� �����
��$
"
����$Wg
��O
"����(�#O
" %IE2LKR
��U
.Z�(��G9������
spset

-a
�	�!8U8U
" ��`�������d���?
����N�	�! �
��� �
��Y��<q
� o�� �
����$8U������
"
��@IE25KRZ�(��@
��U
" %IE2LKR��#��*
���8

��(��!�	[;9;�����@��#���
���8h��(�����[,��������Z� ����M��#,
.������ �
����L�� %
����N�� ��!���@��<J
����
I�2LK������'�!
����	
����`Z�(���9
I� +IE25K`��#���
���8h��(�����[,���& ��!
q����
"�'���R��#,8U)�(�
�����(��@Z�(����&�� %
����1Z�(��@��#G��
���8USF��DG�� 

�����)�>��+
�������
"8U�7�� �
�����8U������
"
���IE2LK%Z�(��@��
" %���7
"����(������M
��O8U)�(�
�����(���Z�(����&��#,)��*�� �>

����

spset -a
���!8U8U
" ��B9

I����*���!=1 %�� %ÂG��>�)��'�N¬"S
myacl

����
���������� �B��� V �� �
�����8U������
"
��EIE2LKRZ�(���WT9\0�
J��
"��
" 
�� ��!���@
"����������
"
����`=1��
��o��
�S�=1�����	�o������ �
���Z�����
�������
"
�
m��(�����[ V �*WJ<3�'�!8h=1�������+
����
�� �
����$8U������
"
��1IE2LK%Z�(��@�� �<��!��8U
�
����! M�������!�������+=1���� M
����

spset -a
���!8U8U
" ��`���

��fe����)�
����B9
Â���>G)��'�N¬.
"(����U�����!=.�&
���
"
X
.��#G��
���8n��(��!�	[U���&
"(�(�����
"
����`<3�!�

file1

" ��

file2
9������


"�����'��������<J
����N��#G��
���8n��(��!�	[U���&��
��!�'���+�� %
������� ��!���@�!<X��
"���%Z�(���pF
������?����
������_���� �
����

��o
�����I�2LKB9������1��#���
���8h��(�����[,I�2LKR�� �<����$8U
"
����� %���&
��$
" �����
"�'�� �
J
��O#G�!)R
"�?
.)��*���

" ��:��
" %���7
"�������������`�! �(�#,��#,
�������#���
���8ª[����$ ���('9
�����N�	�! �
��� �
����!<

myacl

"�'�@���! �DF����
����`�� �
��O���� �
"��#o
" ��R���!�������+�� �
��O
����1��#���
���8

��(��!�	[o<3�!�L��
��	�%Z�(��@��
"���%
���8U�@
����
spset -a

����8U8U
" ��M������fe����)�
����B9�0�<q
� �#,��<J
����
�� �
��$�������� 

myacl

"�'�@8U������Z�����S�
����� ���=Ê�� �<��!�$8U
"
����! ,���� ��!
X
�)�
��!8U
"
�����
"(�(�#U���!�������

�� �
��o
�������#G��
���8n��(��!�	[U)� �(�������#G�!)M)����1
����
spset -a

�	�!8U8U
" ��`
">�
"�� X9

48 SG–2111 10.0



Using Access Control Lists (ACLs) [3]
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Example 11: Appl ying ACLs (spset -l )

$ spacl -l myacl

#ACL owner’s uid: 10505

#ACL owner’s name: ben

uid:1822 gid:- user = tnn group = * mode = rw-

uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--

uid:- gid:- user = * group = mode = rw-

$ spset -a myacl newfile
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Example 12: Appl ying ACLs (spset -a )

$ spacl -a myacl

ENTER "quit" to END SESSION, "ctrl-c" to ABORT

ADD MODE

enter user’s name OR an *...... jack

enter group name OR an *....... *

enter access mode (n=none)..... r

ADD MODE

enter user’s name OR an *...... quit

entry session terminated

$ spset -a myacl newfile

spset: replace existing acl for file? y
$ rm myacl

3.2.6 Displa ying ACLs applied to files (spget -a )
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Example 13: Displa ying ACL entries (spget -e )

$ ls -e

0 file

0 modfile

0 myacl2

a 0 newfile
0 testfile

$ ls -le newfile

-rw-------a 0 1 ben trng 60 May 16 15:10 newfile

Example 14: Displa ying ACL entries (spget -a )

$ spget -a newfile

# ACL Information for: newfile

uid:1822 gid:- user = tnn group = * mode = rw-

uid:196 gid:- user = jack group = * mode = r--
uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--

uid:- gid:- user = * group = mode = rw-

$ spget -ar newfile
#ACL information for: newfile

user = tnn group = * mode = rw-

user = jack group = * mode = r--

user = jog group = trng mode = rw-

user = * group = trng mode = r--
user = * group = mode = rw-

3.2.7 Duplicating ACLs (spset -d or spacl -t )
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Example 15: Duplicating ACLs (spset -d )

$ spget -a newfile

# ACL Information for: newfile

uid:1822 gid:- user = tnn group = * mode = rw-

uid:196 gid:- user = jack group = * mode = r--
uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--

uid:- gid:- user = * group = mode = rw-

$ spset -d newfile testfile

$ spget -a testfile
# ACL Information for: testfile

uid:1822 gid:- user = tnn group = * mode = rw-

uid:196 gid:- user = jack group = * mode = r--

uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--
uid:- gid:- user = * group = mode = rw-

$ ls -le testfile

-rw-------a 0 1 jack trng 77 May 16 15:15 testfile
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Example 16: Duplicating ACLs (spacl -t )

$ spget -ar testfile > text

$ spacl -t text myacl

spacl: end of file on text

$ spacl -l myacl

#ACL owner’s uid: 10505

#ACL owner’s name: ben

uid:1822 gid:- user = tnn group = * mode = rw-

uid:196 gid:- user = jack group = * mode = r--

uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--
uid:- gid:- user = * group = mode = rw-

$ spset -a myacl file

$ spget -a file

# ACL Information for: file

uid:1822 gid:- user = tnn group = * mode = rw-
uid:196 gid:- user = jack group = * mode = r--

uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--

uid:- gid:- user = * group = mode = rw-

3.2.8 Removing ACLs (spclr -a )
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spclr: acl remove error for
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Example 17: Removing ACLs from files (spclr -a )

$ ls -le newfile

-rw-------a 0 1 ben trng 77 May 16 15:15 newfile

$ spclr -a newfile

$ ls -le newfile

-rw------- 0 1 ben trng 77 May 16 15:15 newfile

3.3 How ACLs are chec ked
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3.3.1 Displa ying masked ACL permissions (spget -ae )
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Example 18: Displa ying the masked ACL mode bits (spget -ae )

$ ls -le testfile

-rw-------a 0 1 ben trng 77 May 16 15:15 testfile

$

$ spget -a testfile
# ACL Information for: testfile

uid:1822 gid:- user = tnn group = * mode = rw-

uid:196 gid:- user = jack group = * mode = r--

uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--

uid:- gid:- user = * group = mode = rw-
$

$ spget -ae testfile

# ACL Information for: testfile

uid:1822 gid:- user = tnn group = * mode = n

uid:196 gid:- user = jack group = * mode = n
uid:927 gid:28 user = jog group = trng mode = n

uid:- gid:28 user = * group = trng mode = n

uid:- gid:28 user = * group = mode = n
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Example 19: Displa ying the masked ACL mode bits (spget -ae )

$ chmod g+r testfile

$ ls -le testfile

-rw-r-----a 0 1 ben trng 77 May 16 15:15 testfile

$

$ spget -ae testfile
# ACL Information for: testfile

uid:1822 gid:- user = tnn group = * mode = r--

uid:196 gid:- user = jack group = * mode = r--

uid:927 gid:28 user = jog group = trng mode = r--

uid:- gid:28 user = * group = trng mode = r--
uid:- gid:- user = * group = mode = r--
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Example 20: Displa ying the masked ACL mode bits (spget -ae )

$ chmod g+w testfile

$ ls -le testfile

-rw-rw----a 0 1 ben trng 77 May 16 15:15 testfile
$

$ spget -ae testfile

# ACL Information for: testfile

uid:1822 gid:- user = tnn group = * mode = rw-

uid:196 gid:- user = jack group = * mode = r--
uid:927 gid:28 user = jog group = trng mode = rw-

uid:- gid:28 user = * group = trng mode = r--

uid:- gid:- user = * group = mode = rw-

3.3.2 ACLs and root access
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3.3.3 umask(1) default access permissions
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