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UNICOS Security Policy

Controls d
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4.1.1 Changing security labels (setulvl and setucmp)
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Example 21: Example of setulvl command

$ setulvl 2

setulvl: New security label is

Level[2:level2] Compartments [none]
$ spget

permits equal 00000

none

security level is 2

level2

maximum level is 16
level16

minimum level is 0

level0

authorized compartments are 010

test
active compartments are 00

none

integrity class is 0

class0

maximum class is 0

class0
active categories are 00

none

authorized categories are 00000000000

none
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Example 22: Example of setulvl level2 command

$ setulvl level2

setulvl: New security label is

Level[2:level2] Compartments [none]
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Example 23: Example of setucmp command

$ setucmp test

setucmp: New security label is

Level [2:level2] Compartments [test]

$ spget

permits equal 00000
none

security level is 2

level2

maximum level is 16

level16
minimum level is 0

level0

authorized compartments are 010

test

active compartments are 010

test
integrity class is 0

class0

maximum class is 0

class0

active categories are 00
none

authorized categories are 00000000000

none
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Using Security Labels [4]

•

a11303~

MLS Permissions

Set setuid/setgid (suidgid ):  Gives the user explicit permission to set
the set-user-ID (setuid) and/or set-group-ID (setgid) bits for a file.
Restricted management of setuid and setgid files is enforced only on
UNICOS systems configured to do so.  This permission is used
only on UNICOS systems using the super-user mechanism.
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