
Creating Directories and Files [5]
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5.1 Assigning security labels to objects
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5.1.1 Assigning labels to directories
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Example 24: Example of mkdir -L command
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Example 25: Example of MLD /tmp structure

Example 1 (assume a security label of level 1 and

no compartments):

$ touch /tmp/foo

$ ls /tmp
foo

$ ls /tmp.mld/001

foo

$ cd /tmp

$ /bin/pwd
/tmp.mld/001

$ cd /

Example 2 (assume a security label of level 2 and

no compartments):

$ ls /tmp
$ ls /tmp.mld/001

foo

$ touch /tmp/bar

$ ls /tmp

bar
$ ls /tmp.mld/002

bar

$ ls /tmp.mld/003

/tmp.mld/003: Permission denied.

$ rm /tmp.mld/001/foo
rm: /tmp.mld/001/foo: 644 mode? y

rm: /tmp.mld/001/foo not removed

Permission denied.

$ rm /tmp.mld/002/bar
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Ex ample 1:
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Example 26: Displa ying a file’s security attrib utes (ls -le command)

$ ls -le

-rw-------a 0 1 ben trng 329 May 9 14:53 file
-rw-------a 0 1 ben trng 51 May 9 14:45 modfile

-rw-------a 0 1 ben trng 2072 May 9 15:01 myacl

-rw-------a 0 1 ben trng 2072 May 9 15:01 myacl2

-rw-------a 0 1 ben trng 2072 May 9 14:48 newfile

-rw-------a 0 1 ben trng 60 May 9 14:49 testfile

-rw-------a 0 1 ben trng 293 May 9 14:07 text

$ ls -le /etc/udb

º ����¥����!���b�B�������� ��������2�%�$¤��!�����%�^��¥7�%���?�0�����&���	���%���+�����` �����©���������®��
spget -f���%¤�¤��!����©��!�.��®�� ¬ �b���b»65m��¤������7�!ª�¢
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Example 27: Displa ying a file’s security attrib utes (spget -f command)

$ ls -le /usr/lib/nqs/nqsdaemon

---x------ 0 1 root bin 1350312 May 23 08:04 nqsdaemon

$ spget -f /usr/lib/nqs/nqsdaemon

Security Values for: nqsdaemon

level: 0
level0

compartments: 0

none

class: 0

class0
categories: 01000000000

daemon

flags: 0

none

5.3 Creating files
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Example 28: Example of creating files (par t 1)

$ spget -f . month /tmp

Security Values for: .

level: 0

level0

compartments: 0
none

class: 0

class0

categories: 0

none
flags: 0

none

Security Values for: month

level: 1

level1
compartments: 0200

A

class: 0

class0

categories: 0
none

flags: 0

none

Security Values for: /tmp
level: 63

wildcard

compartments: 0

none

class: 0

class0
categories: 0

none

flags: 0

none
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Example 29: Example of creating files (par t 2)

$ cat > file1

test file

$ ls -le file1

-rw------- 0 1 jack trng 9 May 9 14:41 file1
$ setulvl 1

$ setulvl: New security label is

Level[1:level1] Compartments[none]

$ cat >file2

file2:Permission denied
$ cat >/tmp/file2

test file

$ ls -le /tmp/file2

-rw------- 1 1 jack trng 9 May 9 14:43 /tmp/file2
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Example 30: Example of creating files (par t 3)

$ mkdir private

$ ls -le

drwx------ 1 2 jack trng 9 May 9 14:45 private

$ cd private

$ cat >file2
test file

$ ls -le file2

-rw------- 1 1 jack trng 9 May 9 14:46 file2

$ setucmp A

setucmp: New security label is
Level[1:level1] Compartments[A]

$ cat >file3

file3:Permission denied

$ cd ../month

$ cat >file3

test file
$ ls -le file3

-rw------- 1+ 1 jack trng 9 May 9 14:49 file3

$ spget -f file3

Security Values for: file3
level: 1

level1

compartments: 200

A

class: 0
class0

categories: 0

none

flags: 0

none

5.4 Removing files and directories (spclr , rm, and rmdir )
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Example 31: Example of spclr -s command

$ cd

$ spclr -s file1

file: 600 mode? y

spclr: file not cleared

Permission denied.
spclr: file not removed

Permission denied

$ cd month

$ spclr -s file3

$
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Example 32: Example of rm and rmdir commands

$ spget

permits equal 00

none

security level is 0
level0

maximum level is 3

level3

minimum level is 0

level0
authorized compartments are 040

train

active compartments are 00

none

integrity class is 0

class0
maximum class is 0

class0

active categories are 00

none

authorized categories are 00
none

$ spget -f level2/file2

Security Values for: level2/file2

level: 2

level2
compartments: 0

none

class: 0

class0

categories: 0

none
flags: 0

none

$ rm level2/file2

rm: level2/file2 not removed.

Permission denied
$ setulvl 2

Level[2:level2] Compartments[none]

$ rm level2/file2

$ rmdir level2
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5.4.1 Setuid and setgid files
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Example 33: Copying and linking setuid and setgid files

$ spget

permits equal 00

none

security level is 0
level0

maximum level is 3

level3

minimum level is 0

level0
authorized compartments are 040

none

active compartments are 00

none

integrity class is 0

class0
maximum class is 0

class0

active categories are 00

none

authorized categories are 00
none

$ ls -le /tmp/file

-rwsr-sr-x 0 1 joe adm 232504 Aug 23 08:04 /tmp/file

$ ln /tmp/file /tmp/myfile

cmd-2631 ln: Failed to create link for target ’/tmp/myfile’
Security mandatory access violation

$

5.4.2 Archive commands
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