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enum auth_flavor {
    AUTH_NULL    = 0,
    AUTH_UNIX    = 1,
    AUTH_SHORT   = 2,
    AUTH_DES     = 3,
    AUTH_KERB    = 4
    /* and more to be defined */
};

struct opaque_auth {
    union switch (enum auth_flavor) {
        default: string auth_body<00>;
    };
};
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Ûü��gk3ã�eShnl�b��

���â3hnk��pZD/�:9MD6�7;53>D4�7�2�8
z���� ´f����� ZDB�2�1CFE2�13'*7;8(B�2�13FE>D4	7;2�8E>DMD2�:(4�y*vI-,û�JKuI=A'�1�=?FE:(=A4.2�MO4	>O7�8
>s]*'�13MD'�132�=?=A'�1�G�7�53'L4	7;53^
'�4.MOHV:(=A7;8(UI4�&('

kinit
a � q(532�FEFR>D89<_/�137;2�1

4�2L:(=A7�89U
AUTH_KERB

BY6;>DG#2�1,)C+.-ïJ

zf'�13G#'�13=?:(=A7;8(U
AUTH_KERB

BY6;>DG#2�1C),+.-0FE:(=A4.13'�U#7;=A4	'�1C4�&('�FE=A'�6;G#'�=
TL7�4�&E4�&('L>D:(4�&('�8(4�7;53>D4�7�2�8E=A2�B�4	TL>D13'LMDHI:(=A7�89UV4�&('

svc_kerb_reg6;7�MO1�>O1�HI53>D6;6	J�z�'�'*4�&('
kerberos_rpc

a��Oq(FE>D8E/�>DU#'LBY2�1,FR2�13'
7;8(B�2�1�FE>D4�7;2�8\J

zf:9/�/�2�=A'*>s53>D6;6�'�1,5313'�>D4�'�=P>s8('�T�),+.-0536�7;'�8(4�&(>D8(<�6;'�ZD>D=?7;8R4�&('
B�2�6�6;2�TL7�89UV532�FRFE>D89<gW

CLIENT *clnt;
clnt = clntudp_create(address, prognum, versnum,
           wait, sockp)

î,HV<�'�B�>D:(6;4�ZD4�&('*4�H#/�'L2�B(>D:(4�&('�894	7;53>D4�7�2�8E4�2L:(=A'*7;=P=A'�4�4	2
NULL

J
�s2�T*'�G#'�1·ZD4�&('L)C+�-0536�7;'�8(4�5�>O8R53&(2�2�=A'L4�2*:(=A'LuIvVwx-CyLzfZD|L~Cz�ZD2�1
]L'�13MD'�132�=P>D:(4�&('�894	7;53>D4�7�2�8EMDHI=A'�4�4�7�8(U

clnt–>cl_auth
>OBY4�'�1

5313'�>D4�7�89UV4�&('L)C+.-0536;7�'�894.&(>D89<�6�'�J

��2�1CuIvVwx-CyLz{>D:(4�&('�894	7;53>D4�7�2�89ZD4�&('*&9>D8(<�6;'*TL2�:(6;<NMD'*=A'�4�>D=PB�2�6;6�2�TL=#W

clnt–>cl_auth = authunix_create_default();

wxB9>D8E>D:(4�&('�8(4�7;53>D4�7�2�8EB�>D7;6�:91�'L2�5353:(13=AZDH#2�:E53>D8E:9=�'L4�&('LB�2�6�6;2�TL7�8(U
532�FEFE>D8(<_7;8(=A4�'�>D<gW

clnt–>cl_auth = authunix_create(host,uid,gid,len,aup_gids);

��2�1C|*~,z{>D:(4�&('�8(4�7;53>D4	7;2�8(ZO4	&9'*&(>O8(<�6;'*TL2�:(6;<NMD'*=A'�4�>D=?BY2�6;6�2�TL=#W

clnt–>cl_auth = authdes_create(servername,credlife,&server_addr,key);

��2�1C]*'�13MD'�132�=?>D:(4�&('�8(4�7;53>D4�7�2�8(ZO4	&9'*&9>D8(<�6;'*TL2�:(6;<NMD'L=�'�4�>D=?BY2�6;6;2�T*=#W

clnt–>cl_auth = authkerb_seccreate(server,instance,realm,window,timehost,
     status);
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authdes_create

>D8(<
authunix_create

J

+�'�2�/�6;'*TL&(2*<�'�G#'�6;2�/_),+.-0=A'�13G#7;5�'�=?&(>DG#'*>sFE2�13'*<�7;BYB�7;53:(6�4�4	7;FE'
<S'�>D6�7;8(UIT*7;4�&E>D:(4�&('�8(4�7;53>D4�7�2�8E7;=A=�:9'�=P4�&(>D8E4�&(2�=A'L7�FE/�6;'�FE'�8(4�7�89U
536;7;'�8(4.>D/�/�6;7;53>D4�7�2�8(=AZDMO'�5�>O:(=A'*4�&('L)C+.-0/�>O5�^�>DU#'*/S>D=A=A'�=P4�&('*=A'�13G#7;53'
<S7�=A/�>D4�53&E132�:(4�7�89'*>s13'�µD:('�=A4.4�&(>O4.&(>D=?>D8E>D13MD7;4	13>D13HI>D:(4�&('�894	7;53>D4�7�2�8
=A4�H#6;'*>O=A=�2�537;>D4�'�<NT*7;4�&R7;4AJK-C2�8(=A7;<�'�1C4�&('LBY7;'�6;<�=P2�B9>@13'�µD:9'�=�4�&(>D8(<S6�'
/S>D=A=A'�<_4�2*>s=A'�13G#7�53'L<�7�=A/S>D4	53&E132�:(4�7�89'�W

/*
 * An RPC service request
 */
struct svc_req {
    u_long rq_prog;        /* service program number */
    u_long rq_vers;        /* service protocol vers_num */
    u_long rq_proc;        /* desired procedure number */
    struct opaque_auth
            rq_cred; /* raw credentials from wire */
    caddr_t rq_clntcred; /* credentials (read only) */
};

%�&('
rq_cred

B�7;'�6�<N7;=PFE2�=A4�6�HI2�/�>DµD:('�ZD'�}�5�'�/S4.BY2�1,4�&('*=A4�H#6;'*2�B
>O:(4�&('�8(4�7�53>D4�7;2�8E531�'�<S'�8(4�7�>D6;=AZD>D=?7;8E4	&9'*B�2�6�6;2�TL7�89U(W

 /*
  * Authentication information.  Mostly opaque to the programmer.
  */
 struct opaque_auth {
     enum_t oa_flavor;   /* style of credentials */
     caddr_t oa_base;    /* address of more auth stuff */
     u_int  oa_length;   /* not to exceed MAX_AUTH_BYTES */
 };

%�&('L)C+.-0/�>O5�^�>DU#'*FE>D^
'�=?4�&('*B�2�6;6�2�TL7;8(UVU#:9>D13>D8(4�'�'*4�2L4	&9'*=A'�13G#7;5�'
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•
%�&('L13'�µD:('�=A4 ¸ = rq_cred B�7�'�6;<N7�=?T*'�6;6;XYB�2�13FR'�<�J�%�&(:(=AZD4�&('L=A'�13G#7�53'
7;FE/�6;'�FR'�894	'�1,FR7;U#&(4.7;8(=A/�'�534.4�&('*13'�µD:('�=A4 ¸ = rq_cred.oa_flavorB�7;'�6�<N4�2*<�'�4�'�13FE7�89'*TL&(7;5�&E=A4�H#6;'*2�B(>D:94	&9'�8(4�7�53>D4�7;2�8R4�&('L53>D6�6;'�1
:9=A'�<gJKwxB

rq_cred.oa_flavor
7�=
AUTH_UNIX

ZD4	&9'*/�2�7;8(4�'�1
rq_clntcred

532�:(6;<NMD'*53>D=A4�4	2L>s/�2�7�894	'�1,4�2*>D8
authunix_parms

=A4	13:95�4�:(13'�JKwxB
rq_cred.oa_flavor

7�=
AUTH_DES

ZD4	&9'*/�2�7;8(4�'�1
rq_clntcred

532�:(6;<_MO'*53>D=A4.4�2*>s/�2�7;8(4�'�1
4�2L>D8

authdes_cred
=A4	13:(534�:(13'�JKwxB

rq_cred.oa_flavor
7�=

AUTH_KERB
ZD4�&('L/�2�7;8(4�'�1

rq_clntcred
532�:(6;<_MD'L53>D=A4.4�2*>

/S2�7�8(4�'�1,4	2L>D8
authkerb_clnt_cred

=A4�13:(534	:91�'�JKwxB(4�&('L=A4	H�6�'L7�=
892�4.2�8('L2�B(4�&('*=A4�H#6;'�=P4�&(>D4�4	&9'*),+.-0/�>D53^
>DU#'L=A:(/�/�2�134�=AZD4�&('
=A'�13G#7;53'*7;FE/�6�'�FE'�8(4�'�1CFE7;U#&(4.>D6;=A2*TL>D8(4.4�2*7;8(=A/�'�534.4�&('L2�4	&9'�1
B�7;'�6�<�=?2�B

rq_cred
J

•
%�&('L13'�µD:('�=A4 ¸ = rq_clntcred B�7�'�6;<N7�=?'�7�4�&('�1

NULL
2�1,/�2�7�894	=?4�2*>

TL'�6;6�X�B�2�1�FE'�<N=A4	13:(534�:(13'L4	&9>D4.532�131�'�=A/�2�89<�=P4�2*>s=A:(/�/�2�134�'�<_=A4�H#6;'*2�B
>O:(4�&('�8(4�7�53>D4�7;2�8E531�'�<S'�8(4�7�>D6;=#JKwrB

rq_clntcred
7�=
NULL

ZD4�&('
=A'�13G#7;53'*7;FE/�6�'�FE'�8(4�'�1CFE7;U#&(4.TL>D8(4.4�2L7�8(=A/S'�5�4�4	&9'*2�4�&('�1Ca�2�/�>DµD:('�q
B�7;'�6�<�=?2�B

rq_cred
7;8E53>D=A'*4�&('L=A'�13G#7;5�'L^
892�T*=?>DMD2�:(4�>@89'�T�4�H#/�'

2�B9>D:(4�&('�8(4�7;5�>O4	7;2�8E4�&(>D4.4�&('L)C+�- /S>D53^
>DU#'L<�2�'�=P8(2�4AJ
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nuser(rqstp, tranp)
   struct svc_req *rqstp;
   SVCXPRT *transp;
{
   struct authunix_parms *unix_cred;
   unsigned long nusers;
   struct authdes_cred *des_cred;
   struct authkerb_clnt_cred *authkerb_cred;
   int uid;
   int gid;
   int gidlen;
   int gidlist[10];
   /*
    * we don’t care about authentication for null proc
    */
   if (rqstp–>rq_proc == NULLPROC) {
       if (!svc_sendreply(transp, xdr_void, 0)) {
           fprintf(stderr, “can’t reply to RPC call\n”);
           exit(1);
        }
        return;
   }
   /*
    * now get the uid
    */
   switch (rqstp–>rq_cred.oa_flavor) {
   case AUTH_UNIX:
       unix_cred = (struct authunix_parms *)rqstp–>rq_clntcred;
       uid = unix_cred–>aup_uid;
       break;
                                                           

a�532�8(4�7�89:('�<�q
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case AUTH_DES:
       des_cred =
           (struct authdes_cred *) rqstp–>rq_clntcred;
       if (! netname2user(des_cred–>adc_fullname.name,
           &uid, &gid, &gidlen, gidlist))
       {
           fprintf(stderr, “unknown user: %s\n”,
               des_cred–>adc_fullname.name);
           svcerr_systemerr(transp);
           return;
       }
       break;         
   case AUTH_KERB:
        authkerb_cred = 
           (struct authkerb_clnt_cred  *)rqstp–>rq_clntcred;
        if (!authkerb_getucred (rqstp, &uid, &gid, gidlen, gidlist)) {
               fprintf (stderr, “unknown user:%s\n”,
                  authkerb_cred–>akc_fullname.pname);
               svcerr_systemerr(transp);
               return;
        }
        break;
   case AUTH_NULL:
   default:
       svcerr_weakauth(transp);
       return;
   }
   switch (rqstp–>rq_proc) {
   case RUSERSPROC_NUM:
       /*
        * Explicitly disallow user with UID 16
        */
       if (uid == 16) {
           svcerr_systemerr(transp);
           return;
       }
       /*
        * -/.$0&132&1/451367.8-5.$93:<;&6713672&13=&;&9	>?1/43.A@�;&B/1/45B
        * C�=&0*:<;&6�DE=GFHCI4/DJCI>LKE13=&;&B/154/B
        */
       if (!svc_sendreply(transp, xdr_u_long, &nusers) {
           fprintf(stderr, “can’t reply to RPC call\n”);
           exit(1);
       }
       return;
   default:
       svcerr_noproc(transp);
       return;
   }
}
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>D=A=A2�537�>D4�'�<NT*7;4�&

NULLPROC
a�/�132�53'�<�:(13'*89:(FEMD'�1C¹OqrJK%.&97�=?>D6;6�2�TL=

>D8(HI:(=A'�1C4�2L4	'�=A4�BY2�1,4�&('*/S1�'�=A'�895�'L2�B(4�&('L=A'�13G#'�1·ZD=A7�FE/�6;HVMOHV:(=A7;8(U
rpcinfo
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svcerr_weakauth
JN��2�1

'�}#>DFE/�6;'�ZD7�B(4�&('L536�7;'�8(4.=A'�8(4�5�13'�<�'�894	7;>D6;=P2�B(4�H#/�'
AUTH_UNIX

2�1
AUTH_NULL

ZD>D8(<N4	&9'*=A'�13G#'�1C13'�µD:(7;13'�<N5�13'�<�'�894	7;>D6;=P2�B(4�H#/�'
AUTH_DES

ZD4�&('L=A'�1�G#'�1,=A&(2�:(6;<N5�>O6�6
svcerr_weakauth
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%.&('L=A'�13G#7�53'L/�132�4	2�532�6�7�4�=A'�6;B(=A&(2�:(6;<_13'�4�:(138E4�&('*=A4�>D4�:(=?BY2�1,>D5353'�=A=
<�'�8(7;'�<gJ�wx8E4�&('*53>D=A'L2�B(4�&('*/S1�'�G#7;2�:(=?'�}#>DFE/�6;'�ZD4	&9'*/�132�4�2�532�6
<�2�'�=
8(2�4.&(>OG#'*=A:(53&E>s=A4	>O4	:9= ��4	&9'�1�'�B�2�13'�ZD4�&('L=�'�13G#7;53'*/S1�7;FE7�4�7;G#'
svcerr_systemerr

7;=P53>D6;6;'�<_7;8(=A4�'�>D<gJ

%�&('L6�>D=A4�/�2�7�894.:(8(<�'�13=A532�13'�=P4�&('L13'�6�>O4	7;2�8(=A&(7;/NMD'�4�T*'�'�8E4�&('*),+.-
>O:(4�&('�8(4�7�53>D4�7;2�8E/�>D53^
>DU#'L>D8(<N4�&('*=A'�13G#7;53'�=#��)C+.-0<S'�>D6�=?2�8(6;HVTL7;4	&
>O:(4�&('�8(4�7�53>D4�7;2�8E>D8(<N8(2�4.TL7;4	&E>D5353'�=A=P532�894	132�6
B�2�1C7;8(<�7;G#7;<�:(>D6
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a�=A:(53&E>D=?%.-C+�ènwx+.q�ZDH#2�:E=A&(2�:96�<N<�'�6;7�FE7;4.2�8('LFE'�=A=A>DU#'LBY132�F[>O8(2�4�&('�1
4�2L<�'�4�'�5�4�>D8(<_/S2�=A=�7;MD6;HV13'�532�G#'�1CB�132�F[:(=A'�1C/S1�2�4�2�532�6
'�13132�13=#J�%.&97�=?7�=
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13'�532�13<gJ
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