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%�&('*)+)-,�.0/�'�1�243�,�5�'�26,�)+/�&(,87:9<;>=4,�)-)-?A@#,8B�C01�/	1�.01�D
'*24/	&6,FEHG#/	,�C026?AD
I8?A/�?J7:,�B�C0,�)-,�2(/�?A/�'*1�24KMLFI87:N(D*?A2(@#O6?A@#,�P

%�&(,FBQC�1�/�1�.01�D
RA,�@#'*2()TSF'*/�&U?J.0?AD*D
?A2(3VC0,�B�D�WYXA?Z)+5�1�D*D�1�S8)#[

enum msg type {
   CALL = 0,
   REPLY = 1
};

\ C0,�B�D*W]/�18?^.0?AD*D
=4,�)-)-?A@#,F'*2(3�'*.0?A/�,�)+/�&(?A/�/	&6,F=4,�)-)-?A@#,FS8?A)T,�'�/�&(,�C
?Z.�.0,�B�/�,�3V1�C:C0,`_�,�.0/�,�3�XA?A)+5�1�D�D*1�S8)#[

enum reply_stat {
MSG_ACCEPTED = 0,
MSG_DENIED = 1
};

ab5(/�&(,8.0?AD*D
=U,�)-)-?A@c,FS8?A)+?A.0.0,�B�/�,�3�XA/�&(,F)-/�?A/�O()T1�5(?A24?A/�/	,�=4B�/�/	18.0?AD�D
?JC0,�=41�/	,8B�C01�.0,�3�O(C0,F'*)T?A)+5�1�D�D*1�S8)#[

enum accept_stat {
SUCCESS = 0,   /* RPC executed successfully */
PROG_UNAVAIL = 1, /* remote hasn’t exported program */
PROG_MISMATCH= 2, /* remote can’t support version # */
PROC_UNAVAIL = 3, /* program can’t support procedure */
GARBAGE_ARGS = 4, /* procedure can’t decode params */
SYSTEM_ERR = 5 /* failure in RPC system */
}

%�&(,85d1�D*D�1�S8'*2(@eD�'*)-/<@#'*f#,�)+C0,�?A)-1�26)+5�1�C:?J.0?AD�Dg=U,�)-)-?A@c,FC0,`_�,�.0/�'*1�2h[

enum reject_stat {
RPC_MISMATCH = 0,   /* RPC version number != 2 */
AUTH_ERROR = 1      /* Remote cannot authenticate caller */
};
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%�&(,F5�1�D*D�1�S8'*2(@eD�'*)-/<@#'*f#,�)TC0,�?A)-1�2()T5d1�CH?AO(/�&(,�2(/�'*.0?A/�'�1�245�?A'*D�O(C0,�[

enum auth_stat {
AUTH_BADCRED = 1,      /* Bad credentials (seal broken) */
AUTH_REJECTEDCRED=2,   /* Client must begin new session */
AUTH_BADVERF = 3,      /* Bad verifier (seal broken) */
AUTH_REJECTEDVERF=4,   /* Verifier expired or replayed */
AUTH_TOOWEAK = 5,      /* Rejected for security reasons */
AUTH_INVALIDRESP = 6,  /* Rejected because of bad response verifier */
AUTH_FAILED = 7        /* Failed for other (unknown) reason */
};

\ D�D
=4,�)-)-?A@#,�)+)-/�?AC0/<S8'*/	&4?J/�C�?Z2()-?A.0/	'*1�24'�3Q,�2(/�'�5�'*,�C�X
xid

XA5�1�D�D*1�S8,�3¤RAW
?J/�SF1�¥�?AC0=4,�3�XA3�'*)-.0C0'�=4'*2(?A/�,�3VO(2('*1�2hP¦%<&(,8O(2('*1�2(§ )+3�'*)-.0C0'�=4'*2(?A2(/�'�)T?
msg_type

/�&(?A/<)-S8'�/�.0&(,�)T/�1F1�2(,81�5(/�&(,8/	S818/	W#BQ,�)+1�5(/�&(,8=4,�)�)-?Z@#,�P
%�&(,

xid
1�56?

REPLY
=4,�)-)-?A@#,F?ZD�S8?AW#)+=4?A/�.0&(,�)T/�&(?A/<1�5(/�&(,

'*2('*/	'*?A/�'*2(@
CALL

=4,�)-)�?Z@#,�P

¨J©(ªY«­¬®%�&(,
xid

5�'*,�D�3V'*)+O()-,�3V1�2(D*W]5�1�C:.0D*'�,�26/	)T/�&(?A/<=4?A/�.0&UC0,�B�D*W
=4,�)-)-?A@#,�)+S8'*/	&4.0?AD*D
=4,�)-)-?A@#,�)#¯�/�&(,F)-,�C0f#'*.0,F)-'*3�,F.0?A2(261�/</�C0,�?A/
/�&('*)+abI°?A)+?Z2(We/	W#BQ,F1�56)-,�±AO(,�2(.0,82(O(=4RA,�C0P

;H1�2()-'�3�,�CH/�&(,F5�1�D*D�1�S8'*2(@e)�/�C0O(.0/�O(C0,�[

struct rpc_msg {
unsigned    xid;
union switch (enum msg_type) {
    CALL:  struct call_body;
    REPLY: struct reply_body;
} };
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%�&(,85d1�D*D*1�SF'*2(@e)-/	C0O6.�/�O(C0,8)-&(1�S8)+/�&(,8RA1�3�We1�5(?A247:9�;>C0,�±AO(,�)-/<.0?AD*D�P
ab24f#,�C0)-'�1�24¾J1�5(/�&(,87:9<;>B�C01�/�1�.01�D
)-B�,�.0'*5d'*.0?A/�'�1�26X

rpcvers
=UO6)�/�RA,

,�±ZO(?AD
/�18¾¿P¦%<&(,
prog

X
vers

XZ?A2(3
proc

5�'�,�D*3�)T)-B�,�.�'*5�W]/�&(,8C�,�=41�/�,
BQC�1�@#C0?A=4XA'*/�)+f#,�C0)-'*1�2U2(O6=URA,�CÀXA?Z2(3¤/�&(,8B�C01�.0,�3�O(C0,F/�18RA,F.0?AD*D*,�3¤5�C01�=
S8'*/	&6'�24/	&6,FC�,�=41�/�,FB�C01�@#C0?A=4XAC�,�)-BQ,�.�/�'*f#,�D*W�P¦%<&6,�)-,F5�'�,�D*3�)T?AC0,
5�1�D*D�1�S8,�3VRAW]/�S81F?AO(/�&(,�26/	'*.0?A/�'�1�24B�?AC0?A=4,�/�,�C0)#[

credK�?AO(/�&(,�26/	'*.0?A/�'*1�2U.0C0,�3�,�2(/�'*?AD*)-N(?A2(3
verf

K�?AO(/�&(,�2(/�'*.0?A/	'*1�24f#,�C0'*5d'*,�C0N�P
%�&(,F/�S81F?AO6/	&6,�2(/�'�.0?A/�'*1�2UBQ?AC0?A=4,�/	,�C0)T?AC0,F5�1�D�D*1�S8,�3¤RAWe/�&(,
BQ?AC0?A=4,�/	,�C0)+/�18/	&6,FC0,�=41�/	,8B�C01�.0,�3�O(C0,�XASF&6'�.0&4?AC0,F)-B�,�.0'*5d'*,�3¤RZW]/�&(,
)-B�,�.0'*5�'�.:B�C01�@#C0?A=ÁB�C01�/	1�.01�D�P

struct call_body {
unsigned rpcvers;    /* Must be equal to two (2) */
unsigned prog;
unsigned vers;
unsigned proc;
struct opaque_auth cred;
struct opaque_auth verf;
/* Procedure-specific parameters start here */
};

%�&(,85d1�D*D*1�SF'*2(@e)-/	C0O(.0/�O(C0,8)-&(1�SF)T/�&(,FRZ1�3�W]1�56?^C0,�B�D*We/	18?A247:9�;
C0,�±AO6,�)-/�P¦%<&(,8.0?AD�D
=4,�)-)-?A@#,8SF?A)T,�'�/�&(,�CH?A.0.�,�BQ/	,�3V1�C:C0,`_0,�.�/�,�3­P

struct reply_body {
union switch (enum reply_stat) {
    MSG_ACCEPTED:  struct accepted_reply;
    MSG_DENIED:    struct rejected_reply;
}; };

%�&(,85d1�D*D*1�SF'*2(@e)-/	C0O(.0/�O(C0,8)-&(1�SF)T?JC�,�BQD�We/�1F?A247H9<;>C0,�±AO(,�)-/</�&(?Z/
/�&(,8)-,�C0f#,�C:?A.0.0,�B�/�,�3­PÂK \ 24,�C0C01�C:=4'�@#&6/<,�G#'*)�/�XA&(1�S8,�f#,�CÀXA,�f#,�2
/�&(1�O6@#&4/	&6,FC0,�±AO(,�)-/�SF?A)T?A.0.0,�B�/�,�3­P NU%�&(,85d'*C0)-/<5�'�,�D*3V'�)T?A2
?ZO(/�&(,�2(/�'�.0?A/�'*1�2Ufc,�C�'*5�'�,�CH/	&6?A/</�&(,F)-,�C0f#,�C:@#,�26,�C0?A/	,�)T/�1Ff#?AD*'*3�?A/�,
'*/�)-,�D�5(/�18/	&6,F.0?AD*D�,�C0P¦ab/<'*)T5d1�D*D*1�SF,�3VRAWe?JO(2('*1�2US8&(1�)-,83�'*)-.�C0'*=4'�26?A2(/
'*)T?A24,�2(O(=4,�C0?A/�'*1�241�5

accept_stat
P¦%�&(,

SUCCESS
?ZC�=Ã1�5(/�&(,

O62('�1�24'*)TB�C�1�/�1�.01�D*¥d)-B�,�.0'*5�'�.�P¦%<&(,
PROG_UNAVAIL

X
PROC_UNAVAIL

X
?Z2(3

GARBAGE_ARGS
?ZC�=4)T1�5(/�&(,8O(2('*1�24?AC0,Ff#1�'*3­P¦%<&6,

PROG_MISMATCH
?AC0=Á)-B�,�.0'*5d'*,�)T/	&6,FD*1�SF,�)-/�?A2(3V&('*@#&(,�)-/<f#,�C0)-'*1�2

26O(=4RA,�C0)+1�5(/�&(,FC0,�=41�/�,FB�C01�@#C0?A=Ã/	&6?A/</�&(,F)-,�C0f#,�C:)-O6B�B�1�C0/	)#P

struct accepted_reply {
struct opaque_auth   verf;
union switch (enum accept_stat) {
    SUCCESS: struct {
        /*
         * Procedure-specific results start here
         */
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    };
    PROG_MISMATCH: struct {
        unsigned low;
        unsigned high;
    };
    default: struct {
        /*
         * void.  Cases include PROG_UNAVAIL,
         * PROC_UNAVAIL, and GARBAGE_ARGS.
         */
    }; }; };

%�&(,F5�1�D*D�1�S8'�26@])-/�C0O(.0/�O(C0,F)-&(1�S8)T?^C0,�B�D*We/	18?A247:9�;>C�,�±ZO(,�)-/</�&(?A/
/�&(,8)-,�C�f#,�CHC0,`_�,�.0/�,�3­P \ C0,�±AO6,�)�/�.0?A2URZ,FC0,`_�,�.0/�,�3V,�'�/�&(,�CHRA,�.0?AO()-,F/�&(,
)-,�C0f#,�C:'*)+261�/<C0O(2(2('*2(@e?J.�1�=4B�?A/�'*RAD*,Ff#,�C0)-'*1�2U1�56/	&6,F7:9�;>B�C01�/�1�.�1�D
K
RPC_MISMATCH

N(1�CH/�&(,F)-,�C0f#,�CHC0,�5dO()-,�)T/�1F?AO6/	&6,�2(/�'�.0?A/�,8/	&6,F.0?AD*D�,�C
K
AUTH_ERROR

N�P¦ab24/�&(,F.0?A)-,81�5(?A247H9<;>f#,�C0)-'*1�2U=4'*)-=4?A/�.�&6XA/�&(,
)-,�C0f#,�C:C0,�/�O(C02()T/	&6,FD*1�SF,�)-/�?A2(3V&('�@#&6,�)-/<)-O(B�B�1�C0/�,�3V7:9<;>f#,�C0)-'*1�2
2(O6=URZ,�C�)#P¦ab24/�&(,8.0?A)-,81�5(C0,�5dO6)-,�3V?AO(/�&(,�2(/�'*.�?Z/	'*1�2(XZ5d?A'*D*O(C0,F)-/�?A/�O()T'*)
C0,�/�O(C02(,�3­P

struct rejected_reply {
union switch (enum reject_stat) {
    RPC_MISMATCH: struct {
        unsigned low;
        unsigned high;
    };
    AUTH_ERROR: enum auth_stat;
}; };


