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&�')(+*-,/.�.�0�132�(�46587�1)9�,/(+1)*-2�0�9�,/(+:+0�2;(+1)<�7�=�>?,/9�(+7�1?,/@/7�A)9B9�')0C2�,/9�,D9�'),E9
(+*-.F,/*G*G0�2;2�A3=�(+1)H6IKJ6LNMPOCQSR/TC,/9�,DUV1)58=8W$.�9�(�7�1?QS9�,/1)2F,/=82;X�TYUVQSZ�R
,E1)2\[Y0�=8@/0�=87�*-,EA)9�')0�1)9�(+5�,E9
(+7�1?,/1)2\]$,/:+(�2F,/9
(+7�1_^

&�')0Y58:+(+0�1)9B7�<),`=80�>a7�9�0C.�=87�5�0�2FA)=80Y>?(�Hb')9BcC,/1)9B9�7Y(+2�0�1)9�(+<dW6(+9
*G0�:+<),/*
(+9B(+*e(�2�0�139
(+<�(�0�2\7�1?,`IKJ6LNMPOCQf*�Wb*�9�0�>g^hLN1a9�')(+*-58,/*G0�RE9
'30Y]$,/:+A)0C7�<
9�')0C58=�0�2F0�1)9�(�,/:+i *-2�(+*G58=�(+>?(+1),/1)9B7�<3,/1?jPkBMl>?0�*G*G,/H$0C(�*

AUTH_UNIX
^

&�')0C@/W$9�0�*-7�<)9�')0C58=�0�2F0�1)9�(�,/:+i *-*G9�=8(�13HK0�135�7�2F0Y9�')0C<�7�:�:+7�cC(�1)H6XnmYTCjPZ
*G9�=8A)589�A)=80�o

struct auth_unix {
    unsigned    stamp;
    string      machinename[255];
    unsigned    uid;
    unsigned    gid;
    unsigned    gids[10];
};

&�')0
stamp

]$,/:+A)0C(�*e,/1?,/=8@/(+9�=�,E=�W6LNTp9�'),/9�9
'30Y58,/:+:�0�=V>?,/58')(+1)0Y58,/1
H$0�130�=8,/9
0�^

machinename
(+*-9�')0C1),/>?0C7�<)9�')0C5�,E:�:+0�=�i *->?,/58')(+1)0

X�*GA)58'?,/*
krypton

Zq^
uid

(+*-9�')0C58,/:+:�0�=�i *e0�<d<�0�589�(�]$0CA)*G0�=VLqT\^
gid

(�*
9�')0C58,/:�:+0�=�i *-0�<�<�0�5�9�(+]$0CH$=�7�A3.;LNT\^

gids
(+*-,`587�A)1)9�0�2\,/=8=8,/W67�<)H$=87�A).�*

9�'),E9B587�1)9�,/(+1a9�')0C58,/:�:+0�=P,E*-,`>a0�>?@/0�=8^h&B')0C]$0�=8(+<d(+0�=P9�'),/9
,E5�587�>?.�,/13(�0�*e9
'30Y58=80�2�0�1)9�(+,/:+*-*G')7�A):+2\@/0

AUTH_NULL
^

&�')0C]$,/:�A30Y7�<)9�')0C2�(+*G5�=8(+>?(�13,/9�0Y7�<)9�')0C=80�*G.�7�1)*G0Y]$0�=8(+<�(�0�=V=�0�580�(+]$0�2\(�1
9�')0C=80�.�:+WK>?0�*G*G,/H$0C<d=87�>r9�')0C*G0�=8]$0�=P58,/1?@/0

AUTH_NULL
7�=

AUTH_SHORT̂
hLN1?9
'30Y58,/*G0C7�<

AUTH_SHORT
R/9�')0Y@EW$9
0�*e7�<)9�')0

=80�*G.�7�13*�0C]$0�=8(+<d(+0�=�i *-*G9�=8(�13HK0�135�7�2F0Y,/1
auth_opaque

*G9�=8A)589
A3=80�^
&�')(+*-130�c

auth_opaque
*G9�=�A35�9�A)=80C58,/1?@/0Y.�,E*�*G0�2\9�7Y9�')0C*G0�=8]$0�=

(+1)*G9�0�,/2\7�<)9�')0C7�=8(�H$(+1),/:
AUTH_UNIX

58=80�2�0�1)9�(�,E:�*$^h&B')0C*G0�=�]b0�=Ps�0�0�.�*
,`58,/58')0C9�'),/9B>?,/.F*-*G')7�=89�'),/1)2

auth_opaque
*G9�=8A)589�A)=80�*-X�.�,/*G*G0�2

@E,/58st@/WKcC,/W67�<),/1
AUTH_SHORTu *G9�W$:+0Y=80�*G.�7�13*G0Y]$0�=8(+<d(+0�=8Z)9�7Y9�')07�=8(+H$(+1),/:�58=80�2�0�1)9�(+,/:�*e7�<)9�')0Y58,/:+:+0�=8^v&�')0C5�,E:�:+0�=P58,/1?*G,/]$0C1)0�9�cC7�=�s

@E,/1)2�cC(�2�9�'?,/1)2\*G0�=8]$0�=PMVkBIw58W$58:+0�*-@/W6A)*G(+1)H69
'30Y1)0�cx5�=80�2�0�139
(+,/:+*$^

yxzx{E|~}p�
�C�t�b���-�t�$�����C�$���C�
�B�+�
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&�')0C*�0�=8]$0�=V58,/1?<�:�A3*�'?9�')0C*G')7�=89�'),/132
auth_opaque

*G9�=8A)589�A)=80Y,/9
,/13WK9�(+>a0�^hLN<)9�')(+*-'),/.F.�0�1)*GR/9�')0YjVkBMl>?0�*G*G,/H$0C(�*e=80�»�0�589�0�2;@E0�5�,EA)*G0
7�<3,/1?,/A)9�')0�1)9�(+5�,E9
(+7�1?0�=8=87�=8^h&B')0C=80�,/*G7�1?<d7�=V9�')0C<d,E(�:+A)=80C(�*
AUTH_REJECTEDCRED

^½¼�9B9�')(+*-.�7�(+1)9�R/W$7�A?>?(�H$'39BcY,E1)9B9�7Y9�=8WK9�')0
7�=8(+H$(�13,/:

AUTH_UNIX
58=80�2�0�1)9�(+,/:�*$^

¾¿')0�1?W$7�A?A)*G0CTCUPQf,/A39
'30�1)9�(�58,/9�(+7�1)R/9�')0C,/A)9�')0�139
(+58,/9�(�7�1?,E1)2
]$,/:+(+2�,/9�(�7�1?2�,/9�,`0�4$58'),/1)H$0�2\cY(+9�'a0�,E5�'?jVkBMl58,/:�:�,E1)2;=80�.�:+W6@/0�587�>a0
>?,/=8s�0�2�:+WK>?7�=80C5�7�>?.�:+0�4)^h¾À'30�1a,`58:+(�0�1)9�5�'37�7�*G0�*-9�7YA)*G0CTYUVQ
,/A39
'30�1)9�(�58,/9�(+7�1)R/(+9B>?A)*G9B>?,/s�0C,D58,/:+:�9�7

authdes_create
9�7C@/A)(+:�2

,`TYUVQf,/A)9�')0�1)9�(+58,/9�(�7�1?*G9�=8A)589
A3=�0�^h&�')0YTCUPQf,/A39
'30�1)9�(�58,/9�(+7�1
*G9�=8A)589�A)=80Y'),E*-9�')0C<�7�:�:+7�cY(+1)H6<�7�=8>Áo

typedef struct {
        struct  opaque_auth     ah_cred;
        struct  opaque_auth     ah_verf;
        union   des_block       ah_key;
        struct auth_ops {
                void    (*ah_nextverf)();
                int     (*ah_marshal)();        /* nextverf & serialize */
                int     (*ah_validate)();       /* validate verifier */
                int     (*ah_refresh)();        /* refresh credentials */
                void    (*ah_destroy)();        /* destroy this structure
*/
        } *ah_ops;
        caddr_t ah_private;
} AUTH;

&�')0Y<�(+=�*G9�<d(+0�:+2;(+1?9�')0
AUTH

*G9�=8A)589
A3=80Y(+*
ah_cred

^v&�')(+*-(+*-9�')0
,/A39
'30�1)9�(�58,/9�(+7�1a'3,/1)2�:+0Y58=80�2�0�1)9�(+,/:�<�(�0�:+2ÃÂ�(+9B587�1)9�,/(+1)*e9�')0
(+1)<�7�=�>?,/9�(+7�1?9
'30Y58:+(�0�1)9�cY(+:+:�.�=87�]$(�2�0C9�')0Y*G0�=8]$0�=V<d7�=V,/A)9�')0�1)9�(+5�,E9
(+7�1_^
&�')0Y*G0�587�1)2\<�(�0�:+2\(�1?9�')0

AUTH
*�9�=8A)589�A)=80C(�*

ah_verf
^h&B')(+*e(�*e9�')0

,/A39
'30�1)9�(�58,/9�(+7�1a'3,/1)2�:+0Y]$0�=8(+<�(�58,/9�(+7�1a<�(+0�:�2 Â�(�9�587�1)9�,/(�13*-9�')0
(+1)<�7�=�>?,/9�(+7�1a9�')0C*G0�=8]$0�=PcC(�:+:�=80�9�A)=81a9�7C9
'30Y58:�(+0�1)9�9
7C.�=87�]$0Y(+9�*
(+2�0�1)9�(+9
WÄ^hÅP7�9�'?7�<)9�')0�*G0C<d(+0�:+2�*-,/=80C7�<)9�W$.�0

opaque_auth
^½¼Æ1

opaque_auth
*G9�=8A)589�A)=80Y'3,/*-9�')0C<�7�:�:+7�cY(+1)H6<�7�=8>Áo

struct opaque_auth {
        enum_t  oa_flavor;              /* flavor of auth */
        caddr_t oa_base;                /* address of more auth stuff */
        u_int   oa_length;              /* not to exceed MAX_AUTH_BYTES */
};

ÇxÈg�
�C�t�$�t�-���b�����Y�b���Y�
� �ÊÉ
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&�')0
oa_flavor

<�(�0�:+2\*G.�0�58(�<�(�0�*e9�')0Y9�W$.�0C7�<),/A39
'30�1)9�(�58,/9�(+7�1a7�=
]$,E:�(+2�,/9�(+7�1a@E0�(�1)H62�7�1)0�^hLN9B58,/1?9�,/s�0C9�')0Y]b,/:�A30

AUTH_NONE
R

AUTH_UNIX
R
AUTH_SHORT

R/7�=
AUTH_DES

^
&�')0

oa_base
<�(+0�:�2\(+*-,`.�7�(+1)9�0�=P9�7Y*G.�0�58(+<�(�5V2�,/9�,D@E0�(�1)H6A)*G0�2\<d7�=

,EA)9�')0�1)9�(�58,/9�(+7�1?7�=P]$,/:+(+2�,/9�(�7�1½^hLq1?9�')0C58,/*G0Y7�<
AUTH_DES

R/9�')0
ah_cred.oa_base

<d(+0�:+2;(+*eA)1)A)*G0�2�RE@/A)9�9
'30
ah_verf.oa_base<�(+0�:�2\.�7�(+1)9�*-9�7Y,/1?,/=80�,`9
'3,/9B587�1)9�,/(+1)*-,/1?0�1)58=8W$.�9�0�2\9
(+>?0Y*G9�,/>?.

<�(+:�:+0�2\(�1?@/W69�')0Y*G0�=8]$0�=V,/1)2\58')0�58s�0�2\@/WK9�')0C58:�(+0�1)9G^
&�')0

oa_length
<�(�0�:+2\*G.�0�58(�<�(+0�*-9�')0C1)A)>?@/0�=P7�<32�,/9�,`@/W$9�0�*-9�7YcC')(+58'

9�')0
oa_base

<d(+0�:+2;.�7�(+1)9�*$^
&�')0C9
'3(�=82\<d(+0�:+2;7�<39
'30

AUTH
*G9
=8A)589�A)=80C(�*e5�,E:�:+0�2

ah_key
R/9�')0

,EA)9�')0�1)9�(�58,/9�(+7�1?'),/1)2F:�0Cs�0�W�^h&B')(+*-<�(+0�:�2\587�1)9�,/(+1)*-,`TCUPQfs�0�W6A)*G0�2
<�7�=V9
'30Y2�A3=�,E9
(+7�1?7�<)9�')0

AUTH
*G9�=8A)589�A)=80�^h&B')0

ah_key
<�(�0�:+2\(�*e7�<

9�W$.�0
 union des_block

R/cC')(+58'?(�*e*G.�0�58(�<�(+0�2\,/*-<�7�:+:�7�cC*$o

union des_block {
        struct {
#ifdef CRAY
                word64 both;
#else
                u_long high;
                u_long low;
#endif
        } key;
        char c[8];
};
typedef union des_block des_block;

&�')0
des_block

(+*-,`A)13(�7�1?7�<3ÌD@EW$9
0�*GREcY')(+58'?587�1)*G9�(�9�A)9�0C9
'30YTCUPQ
*G0�*G*G(+7�1?s�0�W�^h&B')(+*e*�0�*G*G(+7�1?s�0�W60�4$(�*G9�*e7�1):+WK<�7�=P9�')0C2�A)=8,/9�(+7�1?7�<)9�')0
AUTH

*G9�=8A)589�A)=80�R/cY'3(�58'?(+*-137Y:+7�1)H$0�=V9�'),/1?9�')0C2�A)=8,/9�(�7�1?7�<39
'30
CLIENT

*G9
=8A)589�A)=80CcY(+9�'?cY')(+58'?9�')(�*
AUTH

*G9�=8A)589�A)=80Y(+*-,E*G*�7�58(+,/9�0�2Ã^
&3W$.�(+58,/:�:+WÍR/,`1)0�c

CLIENT
*G9
=8A35�9�A)=80C(�*eH$0�1)0�=8,/9�0�2;0�,E5�'?9�(�>?0C9�')0

58:+(+0�1)9 u *G(+2�0Y,E.�.�:+(�58,/9�(+7�1a(+*-0�4b0�5�A39
0�2 ^v&�')A)*GR/,`1)0�cpTCUPQfs�0�W6(�*
H$0�130�=8,/9
0�2\0�,/58'?9�(�>?0C9�')0Y,/.F.�:�(+58,/9�(�7�1?(+*-=8A)1½^v&�')(+*-TCUPQf*G0�*G*G(�7�1
sº0�WK(+*-130�]$0�=P*G0�1)9�,/58=87�*�*e9�')0C1)0�9�cY7�=8st(�1?(+9�*-.�:+,/(+1?<d7�=8>g^hLq13*G9
0�,E2�R
(+9B(+*e*�0�139B7�1):+W6,/<d9�0�=P(+9B'3,/*-@/0�0�1?0�1)58=8W$.�9�0�2\,/*-.F,/=89B7�<)9�')0
ah_private

2F,/9
,ER/2�0�*G5�=8(+@/0�2\@/0�:�7�ch^
&�')0

des_block
A)13(�7�1?587�1)9�,/(+1)*-,`587�1)2�(+9�(+7�1),/:�587�>?.�(+:�,/9�(+7�1

*G9�,/9�0�>?0�1)9G^h&B')(+*e(�*e1)0�580�*G*G,/=8WK@E0�5�,EA)*G0�R/7�1?,`MP=8,/W6jP0�*G0�,/=858'
*GW$*G9�0�>?R/,`:+7�1)HK]b,/:�A30Y587�1)*G(+*G9�*-7�<)Î/Ï`@/(+9�*$^hOY1?>?7�*G9B7�9�')0�=V>a,E5�'3(�1)0�*
9�'),E9B=8A)1?*G0�58A)=80CjPkBMVR/,`:+7�1)H6]$,/:�A30Y587�1)*G(+*G9�*-7�<37�1):�W6Ð/Ñ`@/(+9�*$^h&B')A3*GR
9�7C>a,E(�139
,/(+1?587�1)*G(�*G9�0�1)58W©R/9�')0Cs�0�WK.F7�=�9�(+7�1?7�<)9�')0YA31)(+7�1a(+*-2F0�5�:+,/=80�2
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,`*G9�=�A3589
A3=�0C9�'),/9B587�1)9�,/(+1)*e7�1)0C0�:�0�>?0�1)9�7�<)9
Wb.�0YcC7�=82�Î/Ï`7�1a9�')0
MV=�,EWKjV0�*�0�,E=�58'?*GW$*G9�0�>g^v&�')0YcC7�=82�Î/Ï`9
Wb.�0Y(+*-2�0�<�(+1)0�2\(�1?9�')0
<rpc/types.h>

<d(+:�0�RE,/1)2\(�9�(�*e>a0�=80�:+WK,`Î/Ï u @/(+9B0�1)9�(+9�WK9�'),/9�,/:�:+7�cC*9�')0CA)*G0�=P9�7C,/2�2�=80�*G*-9�')0C')(+H$'a7�=V:�7�cxÐ/ÑD@E(�9�*e7�<)(�9�*G0�.�,/=8,/9�0�:�W�^
&�')0

ah_key
<d(+0�:�2\7�<39
'30

AUTH
*G9
=8A35�9�A)=80C(�*e58A)=8=80�1)9�:�W6A)*G0�2\7�1):+W

cC')0�1?.�0�=8<d7�=8>?(+1)HKTCUPQf,/A39
'30�1)9�(�58,/9�(+7�1a,E1)2;]b,/:�(+2�,/9�(+7�1_^hÒB7�=P7�9�')0�=
9�W$.�0�*e7�<),/A)9�')0�139
(+58,/9�(�7�13R/(�9�*e587�1)9�0�1)9�*-,/=80CA)1)2�0�<�(+1)0�2Ã^
&�')0Y130�4$9B<�(�0�:+2\(�1?9�')0

AUTH
*G9�=8A)589�A)=80Y(+*-9�')0

ah_ops
<�(+0�:�2�REcY')(+58'?(+*

,`.�7�(+1)9�0�=P9�7Y,`*G9�=8A)589
A3=�0C9�'),/9�5�7�139
,E(�1)*e<dA31)589�(�7�1?.�7�(+1)9�0�=8*-*G.�0�58(+<d(+5
9�7Y9�')0C,/A)9�')0�139
(+58,/9�(�7�1?>?0�9�')7�2Ã^h&B')0C<dA31)589
(+7�1)*e.�7�(+1)9�0�2;9�7C,/=80
0�1)A3>a0�=8,/9�0�2\(�1?9�')0

AUTH
*�9�=8A)589�A)=80C,/1)2\(�135�:+A)2�0C<�A)1)589�(�7�13*-9�7YHb0�9

9�')0C1)0�4$9B]$0�=8(+<d(+0�=ÓR/9�7Y>?,/=8*G'),/:�X�H$0�1)0�=8,/9�0�Z)58=80�2�0�1)9�(�,E:�*GR/9�7Y]$,E:�(+2�,/9�0
58=80�2�0�1)9�(+,/:�*GR/9�7Y=80�<�=80�*G'a58=80�2�0�1)9�(+,/:+*�R/,E1)2;9�7Y2F0�*G9
=87�W65�=80�2�0�139
(+,/:+*$^
&�')0Y:+,/*G9B<�(+0�:�2\(+1?9
'30

AUTH
*G9
=8A35�9�A)=80C(�*e9�')0

ah_private
<d(+0�:+2�R

cC')(+5�'?(+*-,`H$0�1)0�=8(+5P.�7�(+1)9�0�=P9�7Y2F,/9�,D*G.�0�58(+<d(+5P9�7C9
'30Y,/A39
'30�1)9�(�58,/9�(+7�1
>?0�9�')7�2Ã^hLN1a9�')0C58,/*G0C7�<)TYUVQf,/A)9�')0�1)9�(+58,/9�(�7�1)RE9
'30

ah_private<�(�0�:+2\.�7�(�139
*e9�7Y,`*G9
=8A)589�A)=80C7�<)9
Wb.�0
ad_private

^hIK*G0�=8*e*G')7�A):+2\1)7�9
>?,/1)(+.�A):+,/9�0Y9�')0C2�,/9�,`cY(+9�')(+1a9�')(+*e*G9
=8A)589�A)=80�^h&B')0C587�1)9�0�1)9�*-7�<)9�')0
*G9�=8A)589�A)=80Y,/=80C2�0�*G58=�(+@/0�2\,/*-<�7�:+:�7�cC*$Â�9�')(+*-2�0�*G58=8(+.�9
(+7�1?(+*-7�1):+WK<�7�=
(+1)<�7�=�>?,/9�(+7�1),/:�.FA)=8.�7�*G0�*$^

/*
 * This struct is pointed to by the ah_private field of an “AUTH *”
 * when doing DES authentication.   */
struct ad_private {
        char *ad_fullname;              /* client’s full name */
        u_int ad_fullnamelen;           /* length of name, rounded up */
        char *ad_servername;            /* server’s full name */
        u_int ad_servernamelen;         /* length of name, rounded up */
        u_int ad_window;                /* client specified window */
        bool_t ad_dosync;               /* synchronize? */
        struct sockaddr ad_syncaddr;    /* remote host to synch with */
        struct timeval ad_timediff;     /* server’s time – client’s time
*/
        u_long ad_nickname;             /* server’s nickname for client */
        struct authdes_cred ad_cred;    /* storage for credential */
        struct authdes_verf ad_verf;    /* storage for verifier */
        struct timeval ad_time-stamp;   /* time-stamp sent */
        des_block ad_xkey;              /* encrypted conversation key */
};

&�')(�*e*G9�=�A35�9�A)=80C587�1)*G9
(+9�A)9�0�*-9�')0C,/A)9�')0�1)9�(+58,/9�(�7�1?2�,/9�,`9
'3,/9B,/589�A),/:+:�W
(+*-*G0�1)9�,/58=87�*G*-9�')0C1)0�9�cY7�=8s�^
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&�')0C<d(+=8*G9B<�7�A)=P<�(+0�:�2�*e7�<)9�')0C*G9
=8A)589�A)=80C,/=80Y:+,/=8H$0�:+WK*G0�:+< u 0�4$.�:+,/1),E9
7�=8W�^
ad_fullname

,E1)2
ad_servername

,/=80C*G9
=8(+1)H$*e9�'),/9B587�1)9�,/(+1?9
'30
58:+(+0�1)9�i *e1),/>?0Y,E1)2;9�')0C*G0�=8]$0�=�i *-1),/>?0�R/=80�*G.�0�589
(+]$0�:+WÄ^h&�')0
ad_fullnamelen

,/1)2
ad_servernamelen

<d(+0�:+2�*-,E=�0C9�')0
:+0�1)H$9�')*e7�<)9�')0�*G0C58:�(+0�1)9B,E1)2\*G0�=�]$0�=V1),/>?0�*GR/=87�A)1)2F0�2;A3.;9�7C,
>?A):+9�(+.�:�0C7�<)ÏD@/Wb9
0�*$^
&�')0

ad_window
<�(�0�:+2\(+*-,/1?A)13*G(�H$1)0�2\(+1)9�0�H$0�=P9�'),E9B587�1)9�,/(+1)*e9
'30

2FA)=8,/9�(�7�1?X�(�1?*G0�587�1)2�*GZ37�<)9�')0C5�=80�2�0�139
(+,/:+*$^hÅPW6'),/]$(+1)H6,`*G>a,E:�:
2FA)=8,/9�(�7�1?2�A)=8(+1)H6cY')(+58'?9�')0Y,/A39
'30�1)9�(�58,/9�(+7�1?5�=80�2�0�139
(+,/:+*-,/=80C]$,/:+(�2FR
9�')0C58:�(+0�1)9B.F=�7�9�0�589�*-(+9�*G0�:�<)<�=87�>r>?,/:+(�58(+7�A)*-A3*�0�=8*ecY')7C>?(�H$'39
(+1)9�0�=8580�.�9B9�')0�*G0Y58=80�2�0�1)9�(�,E:�*-,/132;,/9�9�0�>a.F9 9�7Y=80�9�=8,/1)*G>?(+9B9
'30�>Ô:+,/9�0�=8^
LN<)*GA35�'?,`*G58')0�>?0YcC0�=80YA)*G0�2FR/9
'30Y*G0�=8]$0�=PcC7�A):+2\2�0�9�0�5�9�9�'),/9B9�')0
58=80�2�0�1)9�(+,/:+*-'),/2\0�4$.�(+=80�2;,E1)2;cC7�A):+2\2�0�1)WK9�')0C=80�Õ/A)0�*G9G^
&�')0

ad_window
<�(�0�:+2;(+*e9
,/sº0�1a2�(+=80�589�:�W6<d=87�>r9�')0C*G0�587�1)2

.F,/=8,/>?0�9
0�=V.�,/*G*G0�2;7�1?9�')0
authdes_create

5�,E:�:�^hÒB7�=V9
'3(�*e=80�,/*G7�1)R
W$7�A?*G')7�A3:�2\.�,/*G*e,D=80�:+,/9�(+]$0�:�W6*G>?,/:�:º1)A)>?@/0�=ÓR/.�0�=8'),E.�*-ÎEÖ/R/,/*e9
'3(�*
.F,/=8,/>?0�9
0�=�^
&�')0

ad_dosync
<�(�0�:+2\(�*e,`<d:+,/H69
'3,/9B(+1)2�(+58,/9�0�*-cC')0�9�')0�=P9�')0C*G0�=8]$0�=

,E1)2;58:+(+0�1)9BcC,/1)9B9�7C*GW$1)58')=87�1)(+×�0C9�')0�(+=P587�1)580�.�9�*-7�<):+7�58,/:�9�(+>a0�^
TC7�(+1)H69
'3(�*e0�1)*GA)=80�*e9
'3,/9B9�')0C58:�(+0�1)9�,/1)2\*G0�=8]$0�=P,/H$=80�0C7�1?9�')0Y0�132;7�<
9�')0C0�<�<d0�589�(�]b0Y:+(�<�0�9�(�>?0C7�<),D58=80�2�0�1)9�(+,/:�^vØ`7�cC0�]$0�=�RE*GW$1)58')=87�1)(+×�(+1)H
58:+(+0�1)9B,/1)2\*G0�=8]$0�=P(+*-,`1)7�139
=8(+]$(+,/:�.�=87�580�2�A)=80C,/1)2\(�*e1)7�9
=80�587�>?>?0�1)2�0�2Ã^hLN1)*G9�0�,/2�R/58:+(�0�139
*e,/1)2\*G0�=8]$0�=8*-*G')7�A3:�2\=8A)1?,/1
,E.�.�:+(�58,/9�(+7�1a*GA35�'?,/*

ntpd
X�Ì/ZdREcY')(+58'?(�>?.�:+0�>?0�1)9�*-9�')0CJK0�9�cC7�=�s

&Ã(�>?0CkB=87�9�7�587�:
^hÅPW6=8A)1)1)(+1)H
ntpd

R/A)*G0�=8*e,/=80Y,/*G*GA3=�0�2\9�'),/9�9�')0
587�1)580�.�9�7�<)58A)=8=80�1)9B9�(+>a0C7�1?9
'30�(�=V:�7�58,/:º>a,/58'3(�1)0C(+*-0�*G*G0�1)9�(+,/:�:+W69
'30
*G,E>a0�R/,E9B:+0�,/*G9B<�7�=PTCUPQf,/A)9�')0�139
(+58,/9�(�7�1?.�A3=�.F7�*G0�*�RE,/*-9�')0C58A)=8=80�1)9
9�(+>?0Y7�1?9
'30Y*G0�=8]$0�=8^vLN<)9�')0C9�')(+=�2\,/=8H$A)>?0�1)9�9
7C9�')0
authdes_create

58,/:�:º(�*e1)7�9
NULL

RE9
'30
ad_dosync

<d(+0�:�2\(+*-*G0�9B9�7
TRUE

^
&�')0

ad_syncaddr
<d(+0�:�2\(+*-,`.�7�(+1)9�0�=P9�7Y9�')0C,/2�2�=80�*G*e7�<)9�')0Y'37�*G9

cC(+9
'?cC')7�>Ù9
7C*GW$1)58')=87�1)(+×�0�^h&B')(+*e]$,/:�A30YcC,/*e.�,/*G*G0�2\(�1?,/*e9�')0
9�')(+=82;.F,/=8,/>?0�9
0�=P7�<)9�')0

authdes_create
58,/:+:�^½¼�H$,/(+1)R/W$7�A?*G')7�A3:�2

*G0�9B9�')(+*-.�,E=�,E>a0�9�0�=P9�7
NULL

^
&�')0

ad_timediff
<d(+0�:+2;(+*-,

timeval
*G9�=8A)589�A)=80�R/cC')(�58'?(+*-2F0�<d(+1)0�2

(+1?9�')0
sys/time.h

<�(�:+0�^hLN9B587�1)9�,/(+1)*-9�')0C2�(+<�<d0�=80�1)580C@/0�9�cY0�0�1
*G0�=8]$0�=V9
(+>?0Y,/132;58:+(�0�139B9�(�>?0�R/,/1)2\(+9B(+*-A)*G0�2\,/*-.F,/=89B7�<)9�')0
*GW$135�'3=87�1)(�×�,/9�(+7�1?>?0�58'),/1)(+*G>g^
&�')0

ad_nickname
<d(+0�:+2;(+*e,/1

 unsigned long
]$,/:+A)0C9�'),/9B9�')0

58:+(+0�1)9B,/1)2\*G0�=8]$0�=PA)*G0C9�7Y*G.�0�0�2\A).\]$,/:�(+2�,/9�(+7�1?,/<d9�0�=P(+1)(+9�(�,E:
]$,E:�(+2�,/9�(+7�1a'),E*-587�>a.F:�0�9�0�2Ã^vUV*G*G0�1)9�(�,/:+:+WÍRE9
'30Y58:+(�0�1)9�*G.�0�58(�<�(+0�*-(+1?9
'30
ad_cred

<�(+0�:�2\X�2�0�*G58=�(+@/0�2\@/0�:+7�cYZ3cY')0�9�')0�=V,`Ú
<�A):+:�1),/>?0�Û�7�=P,
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Ú�1)(+58s�1),/>?0�ÛB(+*-@/0�(+1)H6A)*G0�2\<�7�=P9�')0C58=80�2�0�1)9�(�,E:�*$^h¾¿')0�1?,`<�A):�:º1),/>?0
(+*-@E0�(�1)H6A)*G0�2�RE9
'30Y*G0�=8]$0�=P>?A)*G9�H$7C9
'3=�7�A3H$'?9
'30Y58,/:+58A):�,E9
(+7�1)*
1)0�580�*G*G,/=8W69
7C.�=87�2�A)580Y(+1)<�7�=8>?,/9�(�7�1?9�'),/9B,/:+:+7�cY*e9�')0Y58:+(�0�139B9�7
]$,/:+(+2�,/9�0Y587�1)<�(�2F0�1)9�:�W69
'30Y*G0�=8]$0�=�i *-(+2�0�1)9�(+9�WÄ^½¼�<�9�0�=P9�')(+*-(+*e2�7�1)0�R/9�')0
58:+(�0�1)9�58,/1?*G.�0�58(�<�W69
'3,/9�R/<d=87�>Ù9
'30�1a7�13R/,`1)(�58s�13,/>?0Y58=80�2�0�1)9�(+,/:�58,/1
@/0CA)*G0�2Ã^h&B')(+*e9
0�:+:+*-9�')0C*G0�=�]b0�=P9�'),/9B9�')0�=80C(�*e1)7C1)0�0�2\9
7C58,/:+5�A3:�,/9�0
*GA)58'?587�>?.�:�0�46]$,/:+(+2�,/9�(�7�1?(+1)<�7�=�>?,/9�(+7�1?<d7�=V9
'30Y*G0�=8]$0�=P<�7�=V0�,/58'a,/132
0�]$0�=8W6jPk�Ml=�0�ÕEA)0�*G9�^hLN9B(+*e,D*G')7�=89�'),/132;>?0�58'),/13(�*G>Ù,/1),/:+7�H$7�A)*e9
7
9�')0

AUTH_SHORT
>?0�5�'3,/1)(+*G>rA)*G0�2\cY(+9�'aI6J6LqMVOYQf]$,/:+(+2�,/9�(+7�1_^

&�')0Y130�4$9B<�(�0�:+2\(�1?9�')0
ad_private

*G9�=�A3589
A3=�0C(+*-9�')0
ad_cred

<�(+0�:�2 ^
&�')(�*e(�*e,/1?0�:+0�>a0�139B7�<)9�W$.�0

 struct authdes_cred
REcY'3(�58'?(+*

2�0�*G58=8(+@/0�2�R/,/*e<d7�:+:+7�cY*$o

/*
 * A DES authentication credential
 */
struct authdes_cred {
        enum authdes_namekind adc_namekind;
        struct authdes_fullname adc_fullname;
        u_long adc_nickname;
};

&�')0
adc_namekind

<�(�0�:+2\9
,Es�0�*-0�(+9�')0�=P9�')0C]$,/:+A)0
ADN_FULLNAME7�=V9
'30Y]$,/:+A)0

ADN_NICKNAME
R/2�0�.�0�132�(�13HK7�1?cC')0�9�')0�=P7�=P137�9BÚ�=80�,/:�Û

]$,/:+(+2�,/9�(�7�1?(+*-@/0�(+1)H6=80�Õ/A)0�*G9�0�2Ã^
&�')0

adc_fullname
<�(+0�:�2�REcY')(+58'?(+*-,/1

authdes_fullname*G9�=8A)589�A)=80�R/:�7�7�sº*-:+(�sº0Y9�')(+*$o

/*
 * A fullname contains the network name of the client,
 * a conversation key and the window
 */
struct authdes_fullname {
        char *name;        /* network name of client, up to MAXNETNAMELEN
*/
        des_block key;     /* conversation key */
        u_long window;     /* associated window */
};

&�')0Y9�W$.�0�*e7�<),/:+:�<�(�0�:+2�*e9
'3,/9B'),E]$0Y9�')(+*-*G9�=8A)589�A)=80Y'3,/]$0Y,E:�=80�,/2�W6@/0�0�1
2�0�<�(+1)0�2Ã^
&�')0Y:+,/*G9B<�(+0�:�2\(+1?9
'30

authdes_cred
<d(+0�:+2\(�*

adc_nickname
R

cC')(+5�'?(+*�»8A)*G9�,/1?(�1)9�0�H$0�=V9
'3,/9B9�')0C58:�(+0�1)9�A)*G0�*-9�7C587�1)]$0�1)(+0�1)9�:�W
(+2�0�1)9�(+<dW69
'30Y*G0�=8]$0�=8^
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&�')0
ad_verf

<d(+0�:+2;7�<39
'30
ad_private

*G9�=8A)589�A)=80Y(+*-7�<)9�W$.�0
struct authdes_verf

R/cC')(+58'a(+*e2�0�*G58=�(+@/0�2�RE,/*-<�7�:+:�7�cC*$o

/*
 * A des authentication verifier
 */
struct authdes_verf {
        union {
                struct timeval adv_ctime;       /* clear time */
                des_block adv_xtime;            /* crypt time */
        } adv_time_u;
        u_long adv_int_u;
};

&�')(+*-(+*-9�')0C*G9
=8A)589�A)=80C9
'3,/9B9�')0C*G0�=�]$0�=V=80�9
A3=�13*-9�7Y9�')0C58:�(+0�1)9B9�7
.F=�7�]$0Y(+9�*-(�2�0�139
(+9�WÄ^h&�')0C<d(+=8*G9B<�(+0�:�2\(+*-,`A)13(�7�1?7�<3,

timeval*G9�=8A)589�A)=80Y,E1)2\,
des_block

*G9�=8A)589
A3=�0�RE@/7�9�'?7�<)cC')(�58'?587�1)9�,/(+1?Ì
@EW$9
0�*$^hLN9B(+*-587�1)]$0�1)(+0�1)9�<d7�=V9
'30Y*G0�=8]$0�=P9�7C2�0�58:�,/=80C9�')0Y*G9�=8A)589�A)=80Y9�')(+*
cC,/W©R/@/0�58,/A)*G0C(�9B>?A)*G9�0�1)58=8W$.�9B,`9
(+>?0Y*G9�,/>?.\,/1)2\,/1?(�1)9�0�H$0�=V,/*
.F,/=89B7�<)9�')0Y.F=�7�7�<37�<)(�2�0�139
(+9�WK(+9B*G0�1)2F*-9�7Y9�')0C58:�(+0�1)9G^h&B')0
adv_int_u long 

<�(�0�:+2;(+*-9�')0C(�139
0�Hb0�=P9�')0Y*G0�=8]$0�=P0�135�=8W$.F9
*$^
&�')0

ad_time-stamp
<�(�0�:+2\7�<)9�')0

ad_private
*G9�=�A3589
A3=�0C(+*

*G(+>?.�:+WK9�')0Y9�(+>?0Y,/9BcC')(+58'a9�')0C58:�(+0�1)9B58=80�,/9�0�2;9�')0C58=�0�2F0�1)9�(�,/:�^v&�')0
*G0�=8]$0�=PA3*G0�*-9�')(+*-9�7Y2�0�9�0�589B7�:+2;58=80�2�0�1)9�(+,/:�*e*G9
=8A35�9�A)=80�*$^
&�')0C:�,/*G9�<d(+0�:+2;7�<39
'30

ad_private
*G9�=8A)589�A)=80Y(+*e9
'30

ad_xkey
<�(�0�:+2�R

cC')(+58'a(+*-9�')0C0�1)58=8W$.�9�0�2;587�13]$0�=�*G,E9
(+7�1?s�0�WKHb0�1)0�=8,/9�0�2;@/W69�')0Y58:+(�0�139
,E1)2;*G0�139B9�7Y9�')0C*G0�=8]$0�=8^_¼Ü.�7�(+1)9�0�=P9�7Y9�')0C.�:+,/(+1a587�1)]$0�=8*G,/9�(+7�1?s�0�W
>?,/W6@/0C.�,/*G*G0�2\,/*-9�')0C<d7�A3=89
'?,/=8H$A)>?0�1)9�9�7Y9�')0

authdes_create58,/:+:�^vLN<)9�')(+*e.�7�(�139
0�=V(�*
NULL

R
authdes_create

H$0�1)0�=8,/9�0�*-,/132
0�135�=8W$.F9
*e,D.F*�0�A32�7 u =8,/132�7�>r587�1)]$0�=8*G,/9�(+7�1asº0�WK<�7�=P9�')0C5�:+(+0�1)9G^

¾¿'30�1?W$7�A?A)*G0Y[C0�=8@/0�=87�*e,/A)9�')0�1)9�(+5�,E9
(+7�1)RE9
'30Y,EA)9�')0�1)9�(�58,/9�(+7�1?,/1)2
]$,E:�(+2�,/9�(+7�1a2�,E9
,`0�4$58'),/1)Hb0�2;cC(�9�'?0�,/58'ajVkBMl58,/:+:�(�*e*G(�>?(+:�,E=P9�7Y9�'),/9
A3*G0�2;(+1?TYUVQf,/A)9�')0�1)9�(+58,/9�(�7�1_^½¼Æ1?jPkBMÝ5�:+(+0�1)9BA3*�(+1)H6[C0�=�@E0�=�7�*
,EA)9�')0�1)9�(�58,/9�(+7�1?>aA3*G9B>?,/s�0Y,`58,/:+:�9�7

authkerb_seccreate
9�7

@EA)(�:+2\,`[Y0�=8@/0�=87�*e,/A)9�')0�1)9�(+5�,E9
(+7�1?*G9�=�A35�9�A)=80�^h&B'30Y[C0�=8@/0�=87�*
,EA)9�')0�1)9�(�58,/9�(+7�1?*G9
=8A35�9�A)=80C'),/*e9�')0C<d7�:+:+7�cY(+1)H6<d7�=8>go

typedef struct_auth {
        struct  opaque_auth     ah_cred;
        struct  opaque_auth     ah_verf;
        union   des_block       ah_key;

Þ �VßBà6�-ß �Cá
�C�t�b���-�t�$�����C�$���C�
�B�ãâ
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        struct auth_ops {
                void    (*ah_nextverf)();
                int     (*ah_marshal)();        /* nextverf & serialize */
                int     (*ah_validate)();       /* validate verifier */
                int     (*ah_refresh)();        /* refresh credentials */
              void    (*ah_destroy)();        /* destroy this structure */
        } *ah_ops;
        caddr_t ah_private;
} AUTH;

&�')0Y<�(+=�*G9�<d(+0�:+2;(+1?9�')0
AUTH

*G9�=8A)589
A3=80Y(+*
ah_cred

^v&�')(+*-<�(�0�:+2
.�7�(+1)9�*-9�7C(�1)<�7�=8>?,/9�(�7�1?9�')0Y58:+(+0�1)9B*G0�1)2�*e9
'30Y*G0�=8]$0�=P9�7Y.F0�=�<�7�=8>
,/A39
'30�1)9�(�58,/9�(+7�1_^h&B')0C,/A)9�')0�1)9�(+58,/9�(�7�1?2�,/9�,`(+*-*G9�7�=80�2;(+1?,/1
authkerb_cred

*�9�=8A)589�A)=80�^
&�')0Y*G0�587�1)2\<�(�0�:+2\(�1?9�')0

AUTH
*G9
=8A)589�A)=80�R/,/:+*G7C7�<

struct
opaque_auth

R/(�*e9�')0
ah_verf

<�(+0�:�2Ã^h&B'3(�*e<d(+0�:+2;.�7�(+1)9�*e9
7
(+1)<�7�=�>?,/9�(+7�1?9
'30Y58:+(�0�139B*G0�1)2�*e9
7C9�')0C*�0�=8]$0�=V<d7�=V]$0�=8(�<�(+5�,E9
(+7�1_^h&B'30
]$0�=8(+<d(+58,/9�(�7�1?2�,/9�,`(+*-*G9�7�=80�2;(+1?,/1

authkerb_verf
*G9�=�A3589
A3=�0�^

ÅV7�9
'?7�<39
'30�*�0C<�(�0�:+2�*GR
ah_cred

,E1)2
ah_verf

R/,/=80Y7�<39
W$.F0
opaque_auth

^
¼Æ1

opaque_auth
*G9
=8A)589�A)=80C'),/*e9�')0Y<�7�:+:�7�cC(+1)HK<�7�=8>go

struct opaque_auth {
        enum_t  oa_flavor;              /* flavor of auth */
        caddr_t oa_base;                /* address of more auth stuff */
        u_int   oa_length;              /* not to exceed MAX_AUTH_BYTES */
};
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 union des_block
REcY'3(�58'?(+*-*G.�0�58(+<d(+0�2\,/*

<�7�:+:�7�cC*$o

union des_block {
        struct {
#ifdef CRAY
                word64 both;
#else
                u_long high;
                u_long low;
#endif
        } key;
        char c[8];
};
typedef union des_block des_block;
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/*
 * This struct is pointed to by the ah_private field of an “AUTH *”
 * when doing Kerberos authentication.   */
struct _ak_private {
        char ak_service[ANAME_SZ];     /* service name */
        char ak_srv_inst[INST_SZ];     /* server instance */
        char ak_realm[REALM_SZ];       /* realm */
        u_int ak_window;              /* client specified window */
        bool_t ak_dosync;             /* synchronize? */
        char *ak_timehost;            /* remote host to synch with */
        struct timeval ak_timediff;    /* server’s time – client’s time */
        u_long ak_nickname;           /* server’s nickname for client */
        struct timeval ak_time-stamp;  /* time-stamp sent */
        struct authkerb_cred ak_cred;  /* storage for credential */
        struct authkerb_verf ak_verf;  /* storage for verifier */
        KTEXT_ST ak_ticket;           /* Kerberos ticket */
};
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 struct authkerb_cred
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struct authkerb_cred {
        enum authkerb_namekind akc_namekind;
           
        struct authkerb_fullname akc_fullname;
        u_long akc_nickname;
};
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        KTEXT_ST ticket;            
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        };

&�')0
KTEXT_ST

*G9�=8A)589�A)=80Y(+*-,`[Y0�=8@/0�=87�*e9�(�58s�0�9�*�9�=8A)589�A)=80�^h&B')0
u_long window

.�,/=8,/>?0�9�0�=P(+*-9�')0YcC(+1)2�7�cp<�7�=P9�')0Y9�(+58s�0�9G^vQ�0�0Y9�')0
(+1)58:+A)2�0C<d(+:+0

<krb/krb.h>
<�7�=P,`2�0�*G58=8(�.�9�(+7�1a7�<39
'30Y9�(�58s�0�9G^



�V�E�������/�����q����������� ���/���¡�/��¢¤£ �B¥ ¦)§©¨VªN«¬§)­3®�ªN¯¡§�°�±�®¡§�²�³b´�´�µ ¦)­3²8¶F¦)§�·�§�®¡§©¸�¯¡§º¹Y³b¸�±©³b´

��Ë�� �����
	���
���
��
��������������� �8�����! �"
#�#!�% 

[C0�=8@/0�=87�*-jPk�Ml.�:�,E5�0�*e=80�*G9
=8(+589
(+7�1)*e7�1a58:+(+0�1)9B,/1)2\*G0�=8]$0�=P58:+7�5�sº*$^
&�')0�WK>?A)*G9�@/0C*GW$1)58')=87�1)(+×�0�2\cC(+9
'3(�1?<�(�]$0C>?(�13A)9�0�*-7�<30�,/58'a7�9�')0�=8^
MV=�,EWKjV0�*�0�,E=�58'?=80�587�>a>?0�1)2F*-9�'),/9B,`*G(+9
0C=8A)1?9
'30YJ60�9�cY7�=8st&�(+>?0
k�=�7�9�7�587�:FX�J6&BkBZ�9�(+>?0Y.�=87�9
7�587�:�7�1?9�')0C58:�(+0�1)9B,E1)2;*G0�=8]$0�=V9
7C0�1)*GA)=80
*GW$1)58')=87�1)(+×�,/9�(+7�1_^
&�')0

AUTH_KERB
,/A)9�')0�1)9�(+58,/9�(�7�1?<�:�,E]$7�=PA)*G0�*eMP(+.�')0�=VÅP:+7�58s

MV'),/(+1)(�13HKX�MVÅPMPZ3>?7�2�0C0�1)58=�W$.F9
(+7�1?cC')0�1?*G0�1)2�(+1)H6,`<dA3:�:+1),/>?0
58=80�2�0�1)9�(+,/:�9�'),/9B(+1)58:+A)2�0�*-9�')0C9�(�58s�0�9�,/1)2;9�')0CcC(�1)2F7�cv^vUV:�0�589�=87�1)(+5
MV7�2�0YÅV7�7�s�X�UVMPÅPZ30�1)58=�Wb.�9
(+7�1?(+*-A)*G0�2\<�7�=P1)(+58s�1),/>?0C5�=80�2�0�139
(+,/:+*$^
&�')0Y[C0�=8@/0�=87�*-*G0�*G*G(+7�1?s�0�WK(+*eA)*G0�2;<�7�=V9
'30Y(+1)(+9
(+,/:º(�1).FA)9B]$0�589�7�=P<�7�=
MVÅPMl0�1)58=�Wb.�9
(+7�1_^
&�')0

ak_verf
<�(+0�:�2\7�<)9�')0

_ak_private
*G9
=8A35�9�A)=80C(�*e7�<)9�W$.�0

struct authkerb_verf
REcY')(+58'?(+*-2�0�*G58=8(+@/0�2�R/,/*e<d7�:+:+7�cY*$o

struct authkerb_verf {
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